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§ . PJM Security Update — October 2023

Important Security Alerts Key Threats

Exploitation of unpatched vulnerabilities

 Asian country critical infrastructure: A
national grid in Asia attacked over 6 months.

Phishing and smishing attacks

« E-ISAC Member impacted in attack: Lockbit Distributed denial of service attacks

ransomware group attacked E-ISAC member.

Business email compromise

« SMS phishing attacks used to gain Contact PJM
credentials: Mandiant report on tactics used

by UNC3944 to conduct cyber operations
against companies.

To report unusual events, notify your normal PJM contacts.

To report connectivity issues contact Member Relations.

* To report suspicious email, notify SecurityAlertTm@pjm.com.

» Password spray attacks: Iranian threat group
campaign to gain access for purposes of intel
collection.

Share this info with your security team.
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Presenter:
Steve McElwee
Steve.McElwee@pjm.com

Security Update Member Hotline
(610) 666 — 8980

(866) 400 — 8980

custsve@pjm.com
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Report suspicious email activity to PJM. _
610) 666-2244 / it_ops_ctr_shift@pjm.com &




