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Cyber Incident Disclosure

What is not What is not 
being being 
requested?requested?

PJM is seeking to have Members provide PJM with notice 
of a successful breach of the Member’s cybersecurity.  
The objective is so that PJM can address any credit risk 
concerns and take any appropriate steps to protect PJM 
and Member confidential data and systems.

What is the What is the 
objective of objective of 
the PS/IC?the PS/IC?

PJM is not looking to prescribe any technical requirements 
or technical solutions.
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Cyber Incident Disclosure

••The promulgation of recent SEC rule that requires all SEC-registered 
companies and foreign registrants to provide notice of a material 
cybersecurity incident within four business days (see appendix)

••Economic activity more dependent on electronic systems
••Increase in threat actors
••Increase in cybersecurity incidents
••Increase in costs and consequences of cyber incidents

What is the basis for this request?
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Potential Impact

••Potential Material Adverse Event (MAE) trigger? 

••Potential effects on PJM IT/Security systems?

••Potential impacts on transmission grid?

••Potential effects and compromise of PJM and Member data?

••Potential impacts on other Members?

Attack on PJM Member and compromise Member IT/Security:
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Manual 13

• Constant cybersecurity monitoring to ensure PJM cyber 
assets maintain reliable operations.

• If credible cyberthreat, PJM alerts its respective incident 
response teams to investigate and address the cyberthreat.

• PJM notifies members of impacted systems and necessary 
actions via the All-Call.

• PJM also has obligations regarding protection of confidential 
information and communication regarding release of 
confidential information.

Existing Manual 13 Obligations  
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Additional PJM Reporting 

PJM 
Reporting

• PJM works closely with Department of Homeland Security, 
Cybersecurity and Infrastructure Security Agency. PJM has 
access to federally protected confidential information.

• PJM is a member of the NERC EISAC (Electricity Information 
Sharing and Analysis Center) and shares certain cyber 
information in accordance with the terms of its membership, 
which is operated in accordance with federal law by NERC as 
the ERO and subject to certain disclosure restrictions.

• PJM also has reporting obligations to the Department of 
Energy pursuant to DOE 417.
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Next Steps

PJM is seeking that (i) Members subject to the SEC rule to provide notice and (ii) non-SEC-
regulated companies do the same.

PJM could request information under existing authority but recognizes that the provision 
of such notice may need to include third-party asset/energy managers who have access to 
the PJM system and address limitations that Members may have similar federally imposed 
confidentiality obligations.

PJM is seeking input thru the PS/IC to define workable reporting rules to address 
Member credit risk, confidentiality concerns and potential Member-related cyber risk.



PJM © 2024www.pjm.com | Public

Appendix
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