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You need to execute 3 steps to be able to update a certificate in the keystore file. 
1. Export the certificate from the browser 
2. Check the certificates you have in the keystore file 
3. Remove an old certificate from the keystore file 
4. Import a new certificate into the keystore file. 

 
Note: This document’s example shows how to update eMTR certificate for training 
environment. In case of another application or environment the certificate file and alias 
names will be different from the example.   
 
1. Export the certificate from the browser to a file (i.e emtrtrn.cer). 
To do this export from the Microsoft Internet Explorer: 

1. Go to http://esuitetest.pjm.com 
2. Right click on the eMTR home page and select Properties  
3. Click the certificates button on the bottom of the Properties Window  
4. Select the Details tab on the Certificates window on the Copy to File... button  
5. Accept the defaults on the first two windows of the wizard  
6. On the "File to Export" window name the file emtrtrn.cer  
7. Click the Next> and then Finish buttons (the default location is on your desktop) 

 

 

2. Check the certificates you have in the keystore file. 

1. From the command prompt change to the JAVA_HOME/lib/security directory  
2. Check certificates you have in the keystore file. 
3. From the command prompt in the JAVA_HOME/lib/security directory use this command: 

D:\Tools\jdk1.3.1_07\jre\lib\security>D:\Tools\jdk1.3.1_07\jre\bin\keytool.exe -list -
keystore jssecacerts -storepass emtr1234 

The above command will show you the following result: 
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The certificate we want to update has an alias emtrtest.pjm.com. Let’ delete an old 
certificate first, because we want to reuse the same alias name emtrtest.pjm.com for the 
new certificate.  

3. Remove an old certificate from the keystore file.  
From the command prompt in the JAVA_HOME/lib/security directory use this command: 
 

D:\Tools\jdk1.3.1_07\jre\lib\security>D:\Tools\jdk1.3.1_07\jre\bin\keytool.exe -
delete -keystore jssecacerts -alias emtrtest.pjm.com -storepass emtr1234 

 
 

4. Import a new certificate into the keystore file. 

1. Copy the certificate from the desktop to the  JAVA_HOME/lib/security directory. 
2. From the command prompt in the JAVA_HOME/lib/security directory use this command: 

 
D:\Tools\jdk1.3.1_07\jre\lib\security>D:\Tools\jdk1.3.1_07\jre\bin\keytool.exe -
import -file emtrtrn.cer -keystore jssecacerts -alias emtrtest.pjm.com -storepass 
emtr1234 
  

3. Type "yes" when prompted by the keytool program. 
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The above command will show you the following result: 

 
 
 
If you check the keystore file one more time, you will find that a new certificate for the alias 
emtrtest.pjm.com was added. 
 
 

 
 


