eSuite Hardware/Software Requirements
and Browser Configuration

Internet Explorer Configuration

Internet Explorer 4.x and 5.0x are no longer supported by PJM. If you have Internet Explorer 4.x or 5.0x,
it is required to upgrade to Internet 5.5x or higher for PIM support of any eSuite/eTool applications.

Configuring Internet Explorer 5.5x, 6.x
1. Select Tools 2 Internet Options from the menu bar
2. On the “General” tab, select “Settings...” in the “Temporary Internet Files” section.

2]

General I Securit_l,ll F'rivau:_l.JI I:ontentl Ennnectinnsl Programsl Advancedl

~Home page
I% “fou can change which page to use for your home page.

Address: com/izapi/redir. di?prd=ietpver=E&ar=mznhome

Usze Current | Uze Default |Jze Blank

 Temporary Intermet files

< Pages you view on the Internet are stored in a special folder
& Y for quick viewing later.

Delete Cookjes. . Delete Files. .. | Settings... I

 Hiztory

The History folder containg links to pages you've wisited, for
quick access to recently viewed pages.

Days to keep pages in histary: |2D 3: Clear History |

Calars... | Fonts... | Languages... | ."-‘u:c:§$$ibi|it}'...|

0k | Cancel | Spply |
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3. Under “Check for newer version of stored pages”, select the option for “Every visit to the page”.

‘ Check For newer versions of stored pages:
b ] ]
&Y « Every visit to the page!

(& Ewery time wou start Inkernet Explorer
" automatically
O [erver

— Temporary Internet files folder

2l xi

Settings) Temporary Internet Files),

Amount of disk space to use:
1

35

Current locakion:  DiiDocuments and SettingsidingciLocal

Maove Falder. .. | Wiew Files, .. | Wiew Dhjects, ..

Ik I Cancel |

4. Under “Amount of disk space to use”, enter 100 or higher.

5. Click “OK” to return to the “Internet Options” window.

6. Switch to the “Security” tab.
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7. Click on the “Trusted Sites” icon.

2 x

General Security | F'rivac_l,ll Euntentl Eunnectinnsl F'rl:ugramsl .ﬁ.dvancedl

Internet Options

Select a'Web content zone to zpecify ite zecurnity settings.

® © 0 @

Internet Local intranet  Trusted sites Festicted
zites

Trusted sites
Thiz zone containg 'web sites that you
trust not to damage vour computer or —

data. Mo zitez are in thiz zone.

— Security level for thiz zone

Custom

Cuzstom zettings.
- Ta change the settingz, click Custam Level.
- To uze the recommended zettings, click Default Level.

Luztom Level... | Default Level |

k. | Caricel | Amply |

8. Click the “Sites...” button.
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9. Add the following sites to the zone (be sure to uncheck the “Require server verification” option before adding):

e http://*.pjm.com

e  https://*.pjm.com

e https://*.siemens-asp.com

Trusted sites i 21x]

You can add and remove \Web sites From this zone, Al Web sites
in this zone will use the zone's security settings.

Add this Web site to the zone;
| Add

Web sites:

hitkp: [ pimn. com REmove |
https:/i* . pjm.com

htkps: | *, siemens-asp. com

[ Require server verification (https:) For all sites in this zone

Ik I Cancel

10. Click “OK” to return to the Security Tab (the “Trusted Sites” icon should still be selected).

11. Click on the “Custom Level...” button.

12. Make sure that the first five items (all related to ActiveX) are set to “Enable”.

Security Settings ﬂﬂ

Settings:

@ Automatic prompking For Ackivel controls
O Disable
o
@ Binary and scripk behaviors
{3 aAdministrator approved
{ Disable
{2} Enable
@ Download signed Ackivel controls
{3} Disable
{%} Enable
) Prompt

@ Download unsigned Activel controls =
Ll_l

@ ActiveX controls and plug-ins ﬂ

M-kl

a |

—Reset custom settings

Resek to: ILc.w j Reset |
ol I Cancel |
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13. While still in the “Security Settings” window, scroll half way down the screen to the “Microsoft VM” section—
select “Custom” under “Java Permissions”.

14. Click on the “Java Custom Settings...” button at the bottom of the window (to the left of the “OK” button).

Security Settings ﬂﬂ

Setkings:

@ Font download ;l

) Disable
{} Enable
{3 Prompt
5] Microscft v [
@ Jawva permissions
(%} Custom
O Disable lava
O High safety
O Low safety
O Medium safety
&] Miscellanenus

&) Access data sources across domains
-
_>|_I

o TR TR PN

<] |

—Reset custorn setkings

Reset ko: Ing j Reset |

| Java Cuskom Settings.. . | QK | Cancel |

15. A popup window will appear. Click on the “Edit Permissions” tab.

16. Select the “Enable” option for the “Run Unsigned Content” and “Run Signed Content” sections.

Trusted sites x|

Vigw Permissions  Edit Permissions |

& Ursigred Content -
1% Run Unzigned Content
O Runin sandbox
O Disable
5
@ Additional Unsigned Pemizsions
&) Aceess to all Files
) Disable
(®) Enable
@ Access to all Metwork Addresses
(0 Disable
®) Enable
& Evecute
) Disable
(®) Enable

@ Dialogs ;I

 Reset Jawa Pemissionz

Reset to: ISaved permissions j Rezet |
oK. I Cancel |
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17. Click “OK” twice to return to the “Internet Options” window.

18. Click “Yes” when prompted to change the security settings for this zone.

L E Are vou sure vou wank ko change the security sektings For this zone?
i

Yes Mo

19. Switch to the “Advanced” tab in the “Internet Options” window (last tab).

20. Look for any sections entitled “Java (Sun)”.

= Java console enabled (requires restart)

= Java logging enabled

22. Find the “Microsoft VM” section and select the following items:

= JIT compiler for virtual machine enabled (requires restart)

Internet Options

Generall F'riva-:yl I:Dntentl Connections  Advanced |

Settings:

2 x

O Mever ﬂ
O Usze inline AutoCormplete

[ Use Passive FTP [for firewall and D5L madem compatibility]
IUze smoath scrolling
&) HTTP 1.1 settings
Use HTTP 1.1
[ Use HTTP 1.1 thraugh prosy connections
| £ Java[Sun)
[ Us=e JRE 1.6.0 far <applet> [requires restart)
@ Microzoft Wi
Java conzole enabled [requires restart]
Java logging enabled
JIT compiler far witual maching enabled [requirez restart)
18, Multimedia

[ Don't display arline media cantent in the media bar

Enable Automatic Image Rezizing _Ij
1| | 3

Bestore Defaultz |

(] I Cancel | Spply
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23. Locate the “Security” section and verify the following settings:

= Select “Check for publisher’s certificate revocation”

= Select “Check for server certificate revocation”

= Unselect “Empty Temporary Internet Files folder when browser is closed”

24. Select the “Privacy” tab of the “Internet Options” window.

25. Set the “Privacy” setting slider to “Low”.

Internet Options

2|

Generall Security  Privacy |Eu:untent| Connectionz F'ru:ugramsl .-'-‘-.dvanu:edl

— Settings

- tove the slider to zelect a privacy zetting for the [ntermnet
o Z0ne.

Low

- Restricts third-party cookies that do not have a compact
privacy policy

- Restricts third-party cookies that uze perzonally
identifiable information without pour implicit consent

Imnpaot...

Sites... | Drefault

— Pop-up Blocker

¥ BElock pop-ups Settings. ..

@ Prevent mozst pop-up windows from appearing.

ok |

Cancel |

£pply |

26. Click on the “Advanced” button to open the “Advanced Privacy Settings” window.
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27. Select the following options in the “Advanced Privacy Settings” window:

= “Override automatic cookie handling”
= “Accept” for First-party Cookies
= “Accept” for Third-party Cookies

=  “Always allow session cookies”

2%
e Yau can chooze how cookies are handled in the [nternet
= zone. Thiz overnides automatic cookie handling.
 Cookies

¥ Overide automatic cookie handling

First-party Cookies Third-party Cookies
% Accept % Accept
" Block " Block
= Prompt ™ Prompt

¥ always allow session cookies

Cancel |

28. Click “OK” twice to return to Internet Explorer.
29. Close all Internet Explorer windows and reopen.

30. Verify that all changes have been made before accessing the eSuite applications (a system restart may be
required for some settings to become active).
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Troubleshooting

ActiveX Errors

If you are receiving an error stating that “the page you are running contains ActiveX and your security settings

ga A W N B

prohibit running this page”, the instructions below should correct the problem (same as steps 6-18 above).

. Select Tools 2 Internet Options from the menu bar.
. Select the “Security” tab.

. Click on the “Trusted Sites” icon.

. Click the “Sites...” button.

. Add the following sites to the zone (be sure to uncheck the “Require server verification” option before adding):

e http://*.pjm.com

e https://*.pjm.com

e https://*.siemens-asp.com

. Click “OK” to return to the Security Tab (the “Trusted Sites” icon should still be selected).
. Click on the “Custom Level...” button.
. Make sure that the first five items (all related to ActiveX) are set to “Enable”.

. While still in the “Security Settings” window, scroll half way down the screen to the “Microsoft VM” section—

select “Custom” under “Java Permissions”.
. Click on the “Java Custom Settings...” button at the bottom of the window (to the left of the “OK” button).
. A popup window will appear. Click on the “Edit Permissions” tab.
. Select the “Enable” option for the “Run Unsigned Content” and “Run Signed Content” sections.
. Click “OK” twice to return to the “Internet Options” window.

. Click “Yes” when prompted to change the security settings for this zone.

Microsoft Virtual Machine Errors

Newer versions of Microsoft Windows and Internet Explorer are NOT shipping with the Microsoft Virtual Machine
(VM) installed. This component is required for running the PJM eSuite applications. If you need to install the
Microsoft VM or want to verify that it is installed on your machine, please follow the instructions contained in this
document: http://www.pjm.com/etools/downloads/documents/installing-microsoft-vm.doc
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Other: Basic Troubleshooting
The PJM Support Center can be reached at 610-666-8886.

Please provide the following information to the Support Center:

o o M w N PE

Have you used this application successfully on this computer before?

Are other people in your company having problems?

What other applications are running on your PC?

What is the name of the application with which you are having a problem?

What specific button was clicked or action was taken just before the error?

What is the exact error message? Some messages are very short but have a “Details” button. If so, the
details button expands the window to provide a more detailed error message. Please save this error message
to a text file.

What version of Internet Explorer is the customer using (Other internet browsers are not supported. IE
version 5.5 or higher is required.)?

If there is a problem with a specific schedule or transaction, what is the PIM 1D?

Always check:

1) Can you load www.pjm.com? esuite.pjm.com?

If yes to both, continue to step 2. If no to either, try a, b and ¢ below.

a) Can you load www.pjm.com on another PC? esuite.pjm.com?

b) Can you load www.pjm.com from a dial-up connection?
esuite.pjm.com?

If the answer to (a) or (b) is no, call the PIM Support Center to report your troubleshooting results.

2) Can you log into the application?

e If no, does the screen now say “Application Name is temporarily unavailable...”? If so, right
click on that screen and select “View Source”. Notepad will open with the contents of the page. Save this
file to your computer. Call the PJM Support Center—they will provide you with an email address to which
you can forward the file.

o If the “Application Name is temporarily unavailable...” message did not appear, what happened?

Please call the PJM Support Center to report this error.

3) If a technical representative from your company is available, have them do the following and
communicate the results to the PJM Support Center:

e Ping www.pjm.com and esuite.pjm.com.

e Do a trace route (tracert) to www.pjm.com and esuite.pjm.com.

e Open the Java Console and capture any entries (View - Java Console from the menu bar).

e Provide your IP address.
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e Look for a yield sign shaped error icon in the corner of the browser status bar. If there are errors, click
the details button for more information. Use Ctrl-A to highlight the entire error. Use Ctrl-C to copy it.
Paste the error into a text file and save it.

e Open a DOS command prompt and type “jview” to determine the version of the Java Virtual Machine you
are using. The result will be in the format of “5.00.3810”. In this example, 3810 is the virtual machine
version. The version should be 3316 or higher. If it is not up-to-date, please follow the steps in the
following document to update your version:

http://www.pjm.com/markets-and-operations/etools/~/media/etools/installing-microsoft-vm.ashx

o Verify the browser configuration as outlined in this document

e Refer to the PJM Support Center (610-666-8886) for additional troubleshooting techniques.
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