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w Describe the conditions that warrant conservative operation

w An understanding of actions that PJM may take in the event
of these potential and/or realized manmade threats

w Centralize information related to preparing and responding to
manmade threats/attacks

w Explain Department of Energy reporting requirements
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Consenvauve Qpeiati

w Conditions that Warrant Conservative Operations

A Terrorist threats and/or attacks upon the
transmission system and related infrastructures

A Intelligence from the Federal Government or
other credible sources

B, A Suspicious events on either PIM or neighborin

P g g

systems

A Other system conditions or outages with unknown
causes

A Significant triggers during a crisis will be
Homeland Security Threat Levels and NIPC Threat Advisories
(National Infrastructure Protection Center)
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Consenvauve Qpeiati

PJM Actions:

w Response to any triggers includes a miateted plan to
safeguard personnel and maintain reliable operations including:
- Power system operations
- Communications
- Cyber security
- Physical security

A Emphasis is on operations and communications based upon the

threat and intelligence 7
- Actual response can be tailored to the event as neeg ;@
1%

- Higher level actions include lower level actions
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- Implementation of actions may vary
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Homeéland SecuviniAdvisaysSys

A Department of Homeland Security has revised its threat level
system to simplify the threat notification process
- National Terrorism Advisory System:
- Imminent Threat Alert: warns of a credible, specific, and
Impending terrorist threat against the United States
- Elevated Threat Alert: warns of a credible threat against the
United States
A Alerts also include a sunset provision which provides a specif

end date for each alert while allowing for extensions when
new information or threats occur

- DHS link for regarding alerts:
http//www.dhs.gov/files/publications/ntaspublicguide.shtm
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PJNISSectnity dveise

No NTAS Alert Issued
A No NTAS Alert Issued

A Actions: Operations
Conditions Normat Routine Operations and Communications

PIM©2011 6 11/1/2011



PJNISSectnity dveise

No NTAS Alert Issued

A Additional Threat Alert Sources
- Suspicious activity reported by Adjacent Systems

A Actions: Operations

- Reminders to all operators for increased vigilance

- PIM Operations Management to review and discuss this section of the
Emergency Operations Manual

- Increased vigilance and reporting

A Actions: Communications
- PJM passes along credible/actionable intelligence
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PJNISSectnity dveise

NTAS Alert: ELEVATED THREAT LEVEL
A Additional Threat Alert Sources

- NERC Security Emergency Alert Level 1
- NIPC/FBI issued a Threat Advisory
- Suspicious activity reported by Adjacent Systems

A Actions: Operations

- Maintenance outages analyzed/Coordination of emergency return times
- Maximum Credible Contingencies analyzed by PJM Reliability Engineer
- Increased vigilance and reporting

- Analyze hydro schedules/Increase Black Start capability

- Initiate Black Start Assessment/ Determine fuel limitations (SSR)
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PJNISSectnity dveise

NTAS Alert: ELEVATED THREAT LEVEL

A Actions: Communications

- Communicate NERC Security Emergency Alert Level 1 (FORIAII
- Satellite Phone Checks (Daily upon initiation/Weekly thereafter)
- Enhanced Voice Communications Security
- Enhanced Cyber Security Scanning
- PIM conducts conference calls as needed
(No exchange of market sensitive information permitted)
- PIM conducts SOS meetings/conference calls (Review crisis posture)
- PIM staffs an Incident Response Team
(Coordinate physical security measures, media responses, and
communications for PJM staff not on site
- If an attack occurs, immediately notify Members via@dll System
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PJNISSectnity dveise

NTAS Alert: IMMINENT THREAT LEVEL

A Additional Threat Alert Sources

- NERC Security Emergency Alert Level 2 and 3

- Cyber event is affecting Control Center EMS, OR a physical attack at a
single site (Control Center, grid assktes, substations, generators)

- Intelligence of an impending attack on a PJM facility

- Cyber event has shut down Control Center EMS capability

- Significant terrorist activity beyond the East Coast
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PJNISSectnity dveise

NTAS Alert: IMMINENT THREAT LEVEL

A Actions: Operations

- Operate to more conservative modeling measures
(Double contingencies, maximum credible disturbances, lowering reactiv
- Increase available Operating and Synchronized Reserves
- Cancel selected maintenance outages; return equipment to service
LYy @21S | ay2 (G2dz0K¢ YIAYaGSylyoS
- Staff selected substations for communications
- Staff critical combustion turbine sites
- Obtain emergency energy bids as a precaution
- Initiate Black Start Assessmen&SR (Fuel limitations)
- Staff critical Black Start units
- Enhanced physical security at critical substations
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PJNISSectnity dveise

NTAS Alert: IMMINENT THREAT LEVEL

A Actions: Communications

- Communicate NERC Security Emergency Alert Levels 2/3 over-@alAll

- Institute daily conference calls to assess posture

- If cyber attack is occurring, limit internet accessibility

- Maintain 24hour Operations Management presence (PJM)

- Provide instructions to units to operate within a given set of parameters
If communication is lost

- Staff backup Control Centers (PJM, TO)

- Post emergency actions on PJM websites

- Reassess the level of allowable communications acceptable between
generation and transmission operators to facilitate operations
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Commuication

A The following slides outline the manner in which
communications will flow from the Federal Government to
PJM, Reliability Coordinators and the Member Companies

A Timely and clear communications between PJM and its
Members, in both directions is KEY in the successful managir
of any suspected or actual crisis
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Commuication

A Electric Sectoeinformation Sharing and Analysis Center
receives and reviews information from:

- US or Canadian Federal Agencies
- Reliability Coordinator
- ES Entity (Region, Control Area, PurchaSeijng Entity)
- Another Sector ISAC
A If the information is specific and has credibility, thel E8C
will contact the involved entity directly
A If a PIM Member has been contacted by thd &SC, or the
Information is releasable, contact all within the

Interconnection in the event of sabotage to inclu
the PIJM Shift Supervisor at 6666-8806

11/1/2011
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Commuication

A In the event a PIM member company operator has received c
observed a sabotage event, contact the PIM Shift Supervisor
at 610666-8806

A PJIM will communicate the information to other Reliability
Coordinators, via the RCIS

A If the information is urgent or time sensitive, the information
will be passed to the personnel on the call, and a Reliability
Coordinator conference call will be requested
- PIM will rapidly assess and pass the information to its members

via the AHCall for urgent/time sensitive material, or via the SOS or
email for general/noractionable material
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Commuication

A ESISAC will notify other Electricity Sector Entities to include:

- EEI Security Committee (Edison Electric Institute)

- APPA (American Public Power Association)

- EEI

- EPSA (Electric Power Supply Association)

- NEI (Nuclear Energy Institute)

- NRECA (National Rural Electric Cooperative Association)
- CEA (Consumer Electronics Association)

as appropriate; no information shared by Reliability
Coordinators will be passed on without approval

A No information shared is to be delivered to the public media
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Distunticaune & Repontir

A Interruptions of power, such as rotating blackouts could lead
to disruptions of critical infrastructures

A National security, economic prosperity, and social awelhg
depend on the continuing reliability of our infrastructures

A Form OE417 is the alert mechanism for informing the DOE of
electrical emergency incidents or disturbances that disrupt
the operation of the electric power industry infrastructure
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Distunticaune & Repontir

A Form OE417 must be submitted to the DQE&thin one hour
of the event for the following eight categories:

PIM©2011

1)
2)
3)

4)
5)

6)
7)
8)

Actual physical attack
Actual cyber or communications attack

Complete failure/shutdown of the transmission or distribution
system

Electrical system separation

Uncontrolled loss of 300 MW or more of firm load for more than 15
minutes from a single incident

Load shed of 100 MW or more
Systemwide voltage reductions of 3% or more
Public appeals for reduction in electrical usage
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Distunticaune & Repontir

Form OE417 must be submitted to the DQthin six hours
of the event for the following four categories and none of
the prior eight categories:

9) Suspected physical attacks or vandalism that could impact adequacy
or reliability

10) Suspected cyber or communications attacks that could impact
adequacy or vulnerability

11) Loss of electric service to more than 50,000 customers for 1 hour or
more

12) Fuel supply emergencies
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