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2 PJM Security Update — December 2022

Important Security Alerts PJM Actions

. FBIIssues Warning on DDOS Attacks: FB| * Following DHS CISA shields up recommendations
warns of DDOS attacks by Pro-Russian « Blocking international and anonymized network traffic
hacktivists. * Prioritizing external vulnerability remediation

« CISA and ODNI Release Supply Chain * Exercising incident response plans
Guidance: Provides recommended practices
to customers. Contact PJM

- RCMP Arrests Hydro-Quebec Employee : « To report unusual events, notify your normal PJM contacts.

Employee charged with spying for PRC.

To report connectivity issues contact Member Relations.

* To report suspicious email, notify SecurityAlertTm@pjm.com.

» CISA Issues Alert AA22-320A: Iranian threat
group compromised federal government
network.

Share this info with your security team.
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Report suspicious email activity to PJM. _
610) 666-2244 / it_ops_ctr_shift@pjm.com &




