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é/ PJM Security Update — January 2024

Important Security Alerts Key Threats

 Exploitation of unpatched vulnerabilities
* Ransomware leak site control: FBI battling

Blackcat/AlphV on control of darkweb sites.

Phishing and smishing attacks

: _ * Distributed denial of service attacks
» Securing software supply chain: NSA and

CISA guide to securing open source software. ~ * Business email compromise

 Global spearphishing campaign: CISA Contact PJM

advisory AA23-341a on tactics used to steal .
data and gain access to systems. * To report unusual events, notify your normal PJM contacts.

_ . _ * To report connectivity issues, contact Member Relations.
« Russian group exploiting TeamCity
vulnerability: Group is accessing source code To report suspicious email, notify SecurityAlertTm@pjm.com.

and build environments. » Share this info with your security team.
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é/ Contact

Presenter:
Jim Gluck

jim.gluck@pjm.com

Security Update Member Hotline
(610) 666 — 8980
(866) 400 — 8980

custsve@pjm.com
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