eDART Roadmap

As of May 16, 2022
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é/ Revisions

* Impact Detalls
« 2022 Roadmap

* Retirement of TLS Protocols — Weak Encryption
Remediation
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épjm Impact Details

Deadline Who May Be Affected
Release — Train June 1 eDART Users
9:00 a.m. - 5:00 p.m.
Release - Production June 22 eDART Users
6:30 p.m. - 3:00 a.m
Reti t of TLS 1.0 and TLS 1.1 protocols in eDART
° |remle o N proforois in e September 26 eDART Users
Production
Retirement of filetransfer.jar, legacy URLs Ongoing eDART Browserless Users
Contact eDARThel im. for eDART Web Ul and
ontact e elp@pjm.com for e a an Ongoing DART Users

Browserless Refresh suggestions and feedback

www.pjm.com | Public PIM©2022



mailto:eDARThelp@pjm.com

=Y 2022 eDART Roadmap

2022

Retire filetransfer.jar-Prod: Ongoing

Train: Jun 1
eDART Releases ¢ o
Production: Jun 22

eDART User Account

Migration to Account
Manager Account Review & Cleanup Next Steps / Development

Start Date Tﬂﬂh Change
B Community
End Date
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Production: Sep 26

Legend



https://pjm.force.com/techchangeforum/s/topic/0TO0V000001lGyJWAU/operations

‘%/ Browserless Refresh

Retirement of eDART Browserless in Production
 Retired in Train on November 3, 2021

« |mpacts: Users currently integrating with eDART via filetransfer.jar,
edartrest.jar, or custom product (unless necessary updates are made).

« Requests must include a Basic authentication header and a ‘dart’
parameter with a value of ‘true’.

« Examples of how to use the PJM-CLI, and how to construct the Basic
authentication header, can be found in: Dart Browserless User Guide.

« Users notified weekly (still using legacy browserless interface)

« SOS reps notified for companies with users using legacy browserless
Interface.

www.pjm.com | Public PIM©2022


https://pjm.com/-/media/etools/edart/dart-browserless-user-guide.ashx

“%/ Upcoming Releases

Releases — June 1 (Train), June 22 (Production)
« DLR phase 2
« TERM acknowledgement enhancements

— New filter for ticket status

— Option to Check All/Select All

Future Releases - 2023
* Nuclear Voltage Tool
— Browserless portion

 Enhancements to TERM application in response to FERC Order 881
(as discussed at 3/10/2022 OC MeetinQg)
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https://pjm.com/-/media/committees-groups/committees/oc/2022/20220310/20220310-item-12-managing-transmission-line-ratings-order-no-881-compliance-filing-rm20-16-000-update.ashx

é/ Weak Encryption Remediation - eDART

PJM working to retire TLS 1.0 and TLS 1.1 protocols, and certain insecure

ciphers in internet-facing applications

 PJM will retire the obsolete TLS protocol configuration in eDART Production
on September 26

« Impacts eDART users accessing eDART or eDART files on pjm.com via
web browser using TLS 1.0 and/or TLS 1.1 protocols

« Actions Required: Review Weak Encryption Remediation Guide and make
necessary changes

« eDART team will contact logged in users that access eDART via a web
browser using TLS 1.0 and/or TLS 1.1 protocols (with exception of public
files)

« Additional resource: Tech Change Forum Special Session on Retiring
Weak Encryption
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https://go.pjm.com/e/678183/ryption-remediation-guide-ashx/5r8nq/282298083?h=aIMSbtRqKSBp1iRoUBjeWRrIAjbYTp3fu0m30prZxvw
https://videos.pjm.com/media/1_545aqe1u

é/ eDART Forums

 Joint eDART Forum & XML Forum on June 6, 2022
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é/ eDART Account Requests and Clean-up

With the eDART refresh, management of eDART user accounts will be
migrated to Account Manager.

* Implementation Timeline: TBD
« Account Manager will be used for all new eDART account requests
« Plans currently underway to:
— Review existing eDART accounts and update email addresses
— Clean up dormant and invalid accounts

— Work with eDART Company Account Managers (CAMS)
« Review window: Q1/2022 - Q2/2022

« See Migration to Account Manager FAQ on eDART Forum home page
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https://pjm.com/-/media/committees-groups/forums/edart/postings/migration-to-account-manager-faq.ashx
https://pjm.com/committees-and-groups/forums/edart-forum

‘é/ Contact

Facilitator:

Foluso Afelumo, Foluso.Afelumo@pjim.com

Secretary:

Risa Holland, Risa.Holland@pjm.com

Presenter/SME: Member Hotline
Maria Baptiste, Maria.Baptiste@pjm.com (610) 666 — 8980
eDART Help, eDARThelp@pjm.com (866) 400 — 8980

eDART Roadmap custsve@pjm.com
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Report suspicious email activity to PJM. _
610) 666-2244 / it_ops_ctr_shift@pjm.com &




Product Detalls
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é/ Background

eDART (electronic Dispatcher Application and Reporting Tool) is a
suite of electronic applications used to facilitate dispatcher-to-
dispatcher communications, along with other engineering
communication and coordination functions.
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