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Problem Statement

• Barrier Analysis for Root Cause Analysis
• Example:

– Entity had several CIP-006 violations during construction work while 
adding source backup power to primary system operating center

– People and materials were moving in and out of critical infrastructure 
protection controlled areas while contractors installed equipment and 
route cable

– Contract construction workers had been trained on access procedure
– Several access violations were noted that resulted a “work stand down”
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Barrier Analysis Chart

Figure 1: Barrier Analysis Chart
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Solution

• Used shortcuts to bypass path and barriers that could have 
prevented this were ineffective

• In result, a controlled access path for construction work was laid 
out and barriers to enforce path were installed

• Created simpler procedures improving log in/log out form
• Construction contractors were trained regarding new changes
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Example

Figure 2: Swiss Cheese Model
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Barrier Analysis Method

Figure 3: Department of Energy Barrier Analysis Method
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Lesson Learned

• Quality of brief reports submitted and the success of an entity’s 
corrective action depend on root cause analysis

• Barrier Analysis is simple, effective and quick tool
• Useful in human error cases, safety issues, and improving 

procedures
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Problem Statement

• Transformer catastrophically failed after approximately 20 years 
of service

• One of two nearly identical transformers operating in parallel to 
feed a large community

• Protective relays responded appropriately, opening the station’s 
138 kV and 13.8 kV breakers (one each) to isolate the fault
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Change Analysis

Figure 4: Change Analysis Diagram
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Details

• Change Analysis used to find the root cause of the failure
• Different loading of the transformers; the transformer with the 

lower impedance failed
• Difference was not monitored
• Prolonged overload heating causing thermal embrittlement and 

eventual failure of the winding insulation paper, resulting in a 
turn-to-turn short
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Lessons Learned

• A spare transformer was installed to restore service
• Station was redesigned with two larger transformers with 

separate load paths and separate metering
• Change Analysis is a simple, effective, quick tool to find the 

cause of problems
• Used where the causes are obscure or involve failed equipment


