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Security Update – January 2025

Important Security Alerts
• CISA secure cloud guidance: CISA 

issues directive to secure cloud 
configurations.

• Malware analysis: Forescout analysis of 
OT/ICS malware targeting engineering 
workstations.

• DDOS attack against utility: E-ISAC 
bulletin 18049 with details of the attack.

• Google Calendar Spoofing: Reports of 
attackers spoofing Google Calendar in 
global campaign.

Monitored Threats
• Phishing and smishing attacks

• Distributed Denial of Service attacks

• Exploitation of unpatched vulnerabilities

• Use of deepfake and Adaptive AI technology

Contact PJM
• To report unusual events, notify your normal PJM 

contacts.

• To report connectivity issues contact Member 
Relations.

• To report suspicious email, notify 
SecurityAlertTm@pjm.com.

• Share this info with your security team.

https://www.cisa.gov/news-events/directives/bod-25-01-implementing-secure-practices-cloud-services
https://www.forescout.com/blog/ics-threat-analysis-new-experimental-malware-can-kill-engineering-processes/
https://www.darkreading.com/cyberattacks-data-breaches/phishers-spoof-google-calendar-invites-global-campaign
mailto:SecurityAlertTm@pjm.com
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Contact

Presenter: 
Jim Gluck
Jim.Gluck@pjm.com

Security Update Member Hotl ine
(610) 666 – 8980

(866) 400 – 8980

custsvc@pjm.com


