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PJM Security Update – March 2025

Important Security Alerts
• Internet-facing routers targeted: 

Recorded Future analysis of Salt 
Typhoon’s attacks against vulnerable 
internet routers.

• Internet-connected cameras 
exploited: Report on exploitation of 
insecure cameras.

• Recent AI concerns: E-ISAC AI Pulse 
#16 highlights the use of AI to 
facilitate cyber breaches; Concerns 
over data confidentiality with use of 
DeepSeek AI.

• Ransomware Advisory – Joint report 
with details on Ghost and their 
methods.

Monitored Threats
• Exploitation of unpatched vulnerabilities

• Phishing and smishing attacks

• Distributed Denial of Service attacks

• Use of deepfake and Adaptive AI technology

Contact PJM
• To report unusual events, notify your normal PJM 

contacts.

• To report connectivity issues contact Member 
Relations.

• To report suspicious email, notify 
SecurityAlertTm@pjm.com.

• Share this info with your security team.

https://www.recordedfuture.com/research/redmike-salt-typhoon-exploits-vulnerable-devices
https://abcnews.go.com/US/internet-connected-cameras-made-china-spy-us-infrastructure/story?id=118533418
https://www.eisac.com/portal/s/article/AI-Pulse-16-Adversarial-Use-of-AI-in-the-News
https://www.eisac.com/portal/s/article/AI-Pulse-16-Adversarial-Use-of-AI-in-the-News
https://www.feroot.com/news/the-independent-feroot-security-uncovers-deepseeks-hidden-code-sending-user-data-to-china/
https://www.feroot.com/news/the-independent-feroot-security-uncovers-deepseeks-hidden-code-sending-user-data-to-china/
https://www.cisa.gov/sites/default/files/2025-02/aa25-050a-stopransomware-ghost-cring-ransomware.pdf
mailto:SecurityAlertTm@pjm.com
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Contact

Presenter: 
Jim Gluck
Jim.Gluck@pjm.com

Security Update Member Hotl ine
(610) 666 – 8980

(866) 400 – 8980

custsvc@pjm.com


