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Important Security Alerts

* ClickFix attacks increasing: Social
engineering tactic gaining traction

* Rapidly growing ransomware group:

Fog using different tactics to get

victims’ attention to spread malware.

* CVE program cuts cause concern:
Funding changes potentially impact
vulnerability tracking program

Monitored Threats

Exploitation of unpatched vulnerabilities
Phishing and smishing attacks
Distributed Denial of Service attacks

Use of deepfake and Adaptive Al technology

Contact PJM

To report unusual events, notify your normal PJM
contacts.

To report connectivity issues contact Member
Relations.

To report suspicious email, notify
SecurityAlertTm@pjm.com.

Share this info with your security team.



https://www.bleepingcomputer.com/news/security/state-sponsored-hackers-embrace-clickfix-social-engineering-tactic/
https://www.bleepingcomputer.com/news/security/state-sponsored-hackers-embrace-clickfix-social-engineering-tactic/
https://www.darkreading.com/cyberattacks-data-breaches/fog-hackers-doge-ransom-notes
https://www.darkreading.com/vulnerabilities-threats/cve-program-cuts-cyber-sector
mailto:SecurityAlertTm@pjm.com
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Security Update Member Hotline
(610) 666 — 8980

(866) 400 — 8980

custsvc@pjm.com
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