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é/ PJM Security Update — June 2025

Important Security Alerts Monitored Threats
Exploitation of unpatched vulnerabilities

* Protections for OT systems: CISA factsheet
on primary controls to reduce risk of cyber
attack against Operational Technology.

Phishing and smishing attacks

Distributed Denial of Service attacks

. Al data protection best practices: CISA > 0! deepfake and Adaptive Al technology

quide to securing data used throughout Al
lifecycle

Contact PJM

To report unusual events, notify your normal PJM contacts.

* Rogue communication devices: Reuters
article on non-documented devices found in
solar inverters and batteries.

To report connectivity issues contact Member Relations.

To report suspicious email, notify SecurityAlertTm@pjm.com.

Share this info with your security team.
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https://www.cisa.gov/resources-tools/resources/primary-mitigations-reduce-cyber-threats-operational-technology
https://www.cisa.gov/news-events/alerts/2025/05/22/new-best-practices-guide-securing-ai-data-released
https://www.cisa.gov/news-events/alerts/2025/05/22/new-best-practices-guide-securing-ai-data-released
https://www.reuters.com/sustainability/climate-energy/ghost-machine-rogue-communication-devices-found-chinese-inverters-2025-05-14/
https://www.reuters.com/sustainability/climate-energy/ghost-machine-rogue-communication-devices-found-chinese-inverters-2025-05-14/
mailto:SecurityAlertTm@pjm.com

g/ Contact

Presenter:
Jim Gluck

Jim.Gluck@pjm.com

Security Update Member Hotline
(610) 666 — 8980

(866) 400 — 8980

custsve@pjm.com
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