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PJM Security Update – July 2025

Important Security Alerts

• Retaliatory cyber attacks: DHS bulletin on 
the increased threat of cyber attacks from Iran 
and pro-Iran hacktivists. 

• Record-breaking credential leak: Report 
on data dump of ~16 billion credentials thought 
to be harvested by infostealers.

• Zero-click AI vulnerability: Researchers 
discovered a new attack technique for 
exposing sensitive data from M365 Copilot 
without needing any user interaction.

Monitored Threats
• Exploitation of unpatched vulnerabilities

• Phishing and smishing attacks

• Distributed Denial of Service attacks

• Use of deepfake and Adaptive AI technology

Contact PJM
• To report unusual events,  notify your normal PJM contacts.

• To report connectivity issues contact Member Relations.

• To report suspicious email, notify SecurityAlertTm@pjm.com.

• Share this info with your security team.

https://www.dhs.gov/ntas/advisory/national-terrorism-advisory-system-bulletin-june-22-2025
https://cybernews.com/security/billions-credentials-exposed-infostealers-data-leak/
https://www.aim.security/lp/aim-labs-echoleak-blogpost
mailto:SecurityAlertTm@pjm.com
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Contact

Presenter: 
Jim Gluck
Jim.Gluck@pjm.com

Security Update Member Hotl ine
(610) 666 – 8980
(866) 400 – 8980
custsvc@pjm.com


