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PJM Security Update – August 2025

Important Security Alerts

• Critical zero day vulnerability: CISA alert 
on a highly exploited vulnerability in Internet 
exposed Microsoft SharePoint servers.

• SMS-based employment scams: NJCCIC 
report on an aggressive phishing campaign 
used to steal PII and money by posing a job 
recruiters. 

• Targeting of vulnerable networks: CISA 
report on methods used by Iranian threat 
groups against US entities.

Monitored Threats
• Exploitation of unpatched vulnerabilities

• Phishing and smishing attacks

• Distributed Denial of Service attacks

• Use of deepfake and Adaptive AI technology

Contact PJM
• To report unusual events,  notify your normal PJM contacts.

• To report connectivity issues contact Member Relations.

• To report suspicious email, notify SecurityAlertTm@pjm.com.

• Share this info with your security team.

https://www.cisa.gov/news-events/alerts/2025/07/20/update-microsoft-releases-guidance-exploitation-sharepoint-vulnerabilities
https://www.cyber.nj.gov/Home/Components/News/News/1693/214
https://www.cyber.nj.gov/Home/Components/News/News/1693/214
https://www.cisa.gov/sites/default/files/2025-06/joint-fact-sheet-Iranian-cyber-actors-may-target-vulnerable-US-networks-and-entities-of-interest-508c-1.pdf
https://www.cisa.gov/sites/default/files/2025-06/joint-fact-sheet-Iranian-cyber-actors-may-target-vulnerable-US-networks-and-entities-of-interest-508c-1.pdf
mailto:SecurityAlertTm@pjm.com
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Contact

Presenter: 
Joe Call is
Joseph.Call is@pjm.com

Security Update Member Hotl ine
(610) 666 – 8980
(866) 400 – 8980
custsvc@pjm.com


