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PJM Security Update – September 2025

Important Security Alerts

• New social engineering playbook: A 
threat group’s use of advanced deception 
tactics to exploit organizations.

• State-sponsored attacks against 
networks: Advisory on tactics used to 
compromise and infiltrate networks. 

• Weaponized AI used in sophisticated 
attacks: Report of large-scale theft and 
extortion using AI-driven automation

Monitored Threats
• Exploitation of unpatched vulnerabilities

• Phishing and smishing attacks

• Distributed Denial of Service attacks

• Use of deepfake and Adaptive AI technology

Contact PJM
• To report unusual events,  notify your normal PJM contacts.

• To report connectivity issues contact Member Relations.

• To report suspicious email, notify SecurityAlertTm@pjm.com.

• Share this info with your security team.

https://www.techradar.com/pro/enterprise-security-faces-new-challenge-as-attackers-master-art-of-digital-impersonation
https://www.techradar.com/pro/enterprise-security-faces-new-challenge-as-attackers-master-art-of-digital-impersonation
https://www.ic3.gov/CSA/2025/250827.pdf
https://thehackernews.com/2025/08/anthropic-disrupts-ai-powered.html
mailto:SecurityAlertTm@pjm.com
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Contact

Presenter: 
Jim Gluck
Jim.Gluck@pjm.com

Security Update Member Hotl ine
(610) 666 – 8980
(866) 400 – 8980
custsvc@pjm.com
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