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é/ PJM Security Update — October 2025

Important Security Alerts Monitored Threats
Exploitation of unpatched vulnerabilities

» ChatGPT used to steal emails: Using Al
to create a summary of messages can
lead to silent exfiltration of messages

Phishing and smishing attacks

Distributed Denial of Service attacks

Use of deepfake and Adaptive Al technology

 Salesforce compromise leads to data
theft and extortion: FBI advisory on the Contact PJM
threat actor tactics being used.

To report unusual events, notify your normal PJM contacts.

* Open-source package manager
packages compromised: Attacker
uploaded compromised packages to NPM
to steal secrets from developers’
machines

To report connectivity issues contact Member Relations.

To report suspicious email, notify SecurityAlertTm@pjm.com.

Share this info with your security team.
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https://www.darkreading.com/vulnerabilities-threats/shadowleak-chatgpt-invisibly-steal-emails
https://www.darkreading.com/vulnerabilities-threats/shadowleak-chatgpt-invisibly-steal-emails
https://www.ic3.gov/CSA/2025/250912.pdf
https://thehackernews.com/2025/09/40-npm-packages-compromised-in-supply.html
mailto:SecurityAlertTm@pjm.com

g/ Contact

Presenter:
Jim Gluck
Jim.Gluck@pjm.com

Security Update

Member Hotline
(610) 666 — 8980

(866) 400 — 8980

custsve@pjm.com
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BE ALERT TO
MALICIOUS PHISHING

Report suspicious email activity to PJM.
Call (610) 666-2244 or email it_ops_ctr_shift@pjm.com




