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é/ Security Update — January 2026

Important Security Alerts Monitored Threats

: . Exploitation of unpatched vulnerabilities
» Brickstorm Malware: Agencies Xpiol ¥

Issue advisory including detection
techniques

Phishing and smishing attacks

Use of deepfake and Adaptive Al technology

* Al in OT: International agencies Distributed Denial of Service attacks

ISsue joint guidance on securely
using artificial intelligence in Contact PJM
operational technology

« Mitigating OT Cyberthreats:
International agencies issue
update on hacktivists attacking
critical infrastructure

To report unusual events, notify your normal PJM contacts.

To report connectivity issues, contact Member Relations.

To report suspicious email, notify SecurityAlertTm@pjm.com.

Share this info with your security team.
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https://www.cisa.gov/news-events/analysis-reports/ar25-338a
https://www.cisa.gov/resources-tools/resources/principles-secure-integration-artificial-intelligence-operational-technology
https://www.cisa.gov/news-events/cybersecurity-advisories/aa25-343a?utm_source=https://www.cisa.gov/news-events/cybersecurity-advisories/aa25-343a
mailto:SecurityAlertTm@pjm.com

g/ Contact

Presenter:
Jim Gluck, jim.gluck@pjm.com

Member Hotline
Security Update (610) 666 — 8980

(866) 400 — 8980

custsve@pjm.com
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BE ALERT TO
MALICIOUS PHISHING

Report suspicious email activity to PJM.
Call (610) 666-2244 or email it_ops_ctr_shift@pjm.com




