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é/ Security Update — March 2026

Important Security Alerts Monitored Threats

+ Poland Energy Cyberattack: Exploitation of unpatched vulnerabilities

Report summarizes destructive
attack on energy infrastructure.

Phishing and smishing attacks

Use of deepfake and Adaptive Al technology

* End-of-Support Edge Device Distributed Denial of Service attacks

Risks: CISA directive to Federal
agencies to remediate/replace Contact PJM
outdated edge technology.

To report unusual events, notify your normal PJM contacts.

e Risk to US Critical Infrastructure To report connectivity issues, contact Member Relations.

Amid Middle East Conflict: Public
details highlighted.

To report suspicious email, notify SecurityAlertTm@pjm.com.

Share this info with your security team.
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https://cert.pl/en/posts/2026/01/incident-report-energy-sector-2025/
https://www.cisa.gov/news-events/directives/bod-26-02-mitigating-risk-end-support-edge-devices?utm_source=BOD26-02
https://www.securityweek.com/us-israel-and-iran-trade-cyberattacks-pro-west-hacks-cause-disruption-as-tehran-retaliates/
mailto:SecurityAlertTm@pjm.com

g/ Contact

Presenter:
Jim Gluck, jim.gluck@pjm.com

Member Hotline
Security Update (610) 666 — 8980

(866) 400 — 8980

custsve@pjm.com
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BE ALERT TO
MALICIOUS PHISHING

Report suspicious email activity to PJM.
Call (610) 666-2244 or email it_ops_ctr_shift@pjm.com




