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é/ Security Update — October 2026

Important Security Alerts Monitored Threats

* Exploitation of tched vulnerabiliti
- CISA and FBI release fact sheet to ABIEIEI B Felanst velizeblliies

aid in reducing risk when working * Phishing and smishing attacks
with third-party industrial control Use of deepfake and Adaptive Al technology
system integrators.

» Distributed Denial of Service attacks

* Fake software repository download
installs infostealer malware. Contact PJM

To report unusual events, notify your normal PJM contacts.

» Additional information available on Al
agents breaking out of their « To report connectivity issues, contact Member Relations.
environments to breach third parties.

* To report suspicious email, notify
SecurityAlertTm@pjm.com.

* Share this info with your security team.
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https://www.cisa.gov/resources-tools/resources/considerations-critical-infrastructure-operators-working-third-party-ics-integrators
https://www.bleepingcomputer.com/news/security/fake-lastpass-authenticator-github-repos-push-new-rapuncel-infostealer/
https://www.reuters.com/world/openai-works-understand-full-scope-agent-activity-user-data-leak-emerges-2026-09-25/
mailto:SecurityAlertTm@pjm.com

g/ Contact

Presenter:
Jim Gluck,
[im.gluck@pjm.com

Member Hotline

| (610) 666 — 8980
Security Update (866) 400 — 8980

custsve@pjm.com
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