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Important Security Alerts Monitored Threats
Exploitation of unpatched vulnerabilities

* Vulnerabilities identified in F5 BIG-IP
devices: CISA publishes guidance for
protecting F5 BIG-IP devices.

Phishing and smishing attacks

Distributed Denial of Service attacks

Use of deepfake and Adaptive Al technology

» Securing Al: Recommendations for safely
deploying Al technologies. Contact PJM

* |dentity is the new perimeter: Practical * To report unusual events, notify your normal PJM contacts.

steps to protect user identities inorder o+ To report connectivity issues, contact Member Relations.
protect critical systems and data.

To report suspicious email, notify SecurityAlertTm@pjm.com.

Share this info with your security team.
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https://www.cisa.gov/news-events/alerts/2025/10/15/cisa-directs-federal-agencies-mitigate-vulnerabilities-f5-devices
https://thehackernews.com/2025/10/securing-ai-to-benefit-from-ai.html
https://www.securityweek.com/cybersecurity-awareness-month-2025prioritizing-identity-to-safeguard-critical-infrastructure/
https://www.securityweek.com/cybersecurity-awareness-month-2025prioritizing-identity-to-safeguard-critical-infrastructure/
mailto:SecurityAlertTm@pjm.com
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Report suspicious email activity to PJM. _
610) 666-2244 / 1t_ops_ctr_shift@pjm.com




