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Important Security Alerts
• React Server Component critical 

vulnerability: Active exploitation has 
escalated into large-scale global attacks.

• Hacktivists attacking critical 
infrastructure: CISA advisory on 
opportunistic attacks against US and 
global targets.

• State-sponsored attacks target edge 
devices: Report on attacks against critical 
infrastructure via insecure misconfigured 
network devices.

Monitored Threats
• Exploitation of unpatched vulnerabilities

• Phishing and smishing attacks

• Distributed Denial of Service attacks

• Use of deepfake and Adaptive AI technology

Contact PJM
• To report unusual events,  notify your normal PJM contacts.

• To report connectivity issues contact Member Relations.

• To report suspicious email, notify SecurityAlertTm@pjm.com.

• Share this info with your security team.

https://thehackernews.com/2025/12/react2shell-exploitation-escalates-into.html
https://www.cisa.gov/news-events/cybersecurity-advisories/aa25-343a?utm_source=AA25-343a&utm_medium=PressRelease
https://aws.amazon.com/blogs/security/amazon-threat-intelligence-identifies-russian-cyber-threat-group-targeting-western-critical-infrastructure/
mailto:SecurityAlertTm@pjm.com
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Contact

Presenter/SME: 
Matt Mossholder
matt.mossholder@pjm.com

PJM Security Update Member Hotl ine
(610) 666 – 8980
(866) 400 – 8980
custsvc@pjm.com


