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é/ Security Update — November 2026

Important Security Alerts Monitored Threats

, « Exploitation of unpatched vulnerabilities
* Nation-state threat actors

exfiltrate sensitive data globally,
including from US critical

* Phishing and smishing attacks

* Use of deepfake and Adaptive Al technology

infrastructure. » Distributed Denial of Service attacks
* Critical PHP vulnerabilities Contact PJM
disclosed reqUire immediate * To report unusual events, notify your normal PJM contacts.
patChing' * To report connectivity issues, contact Member Relations.
* CISA CIRCIA incident reporting - To report suspicious email, notify
requirements move closer to SecurityAlertTm@pjm.com.
publication. « Share this info with your security team.
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https://www.cisa.gov/news-events/cybersecurity-advisories/aa26-281a
https://www.cisa.gov/news-events/alerts/2026/10/21/critical-vulnerabilities-php-require-immediate-patching
https://www.cisa.gov/topics/cyber-threats-and-advisories/information-sharing/cyber-incident-reporting-critical-infrastructure-act-2022-circia
mailto:SecurityAlertTm@pjm.com

g/ Contact

Presenter:
Matt Mossholder,
matt.mossholder@pjm.com

Member Hotline

| (610) 666 — 8980
Security Update (866) 400 — 8980

custsve@pjm.com
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