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• Presenter
§ Karl Perman (Chair), CIP Corps.

• Administrative Items
• Project Status and Background
• Additional Ballot Comments
• Draft 4 Revisions of CIP-014-4 and Associated Documents
• Next Steps
• Questions and Answers

Agenda
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Name Organization/ Company
Karl Perman (Chair) CIP Corps

Patrick Quinn (Vice Chair) Great River Energy

Per-Anders Lof National Grid

Qamar Arsalan Public Service Electric & Gas

David Schooley Exelon

Joel Rogers SERC Reliability Corporation

Kirpal Bahra Hydro One Networks Inc.

Bart White Duke Energy

Mina Turner American Electric Power 

Drafting Team (DT)
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• The first additional posting was posted from September 23, 
2024 through November 6, 2024.

• The second additional posting was posted from June 6 – July 
21, 2025.

• The drafting team received a lot of comments from the 
industry.

• The drafting team met 11 times from August 2025 through 
September 2025 to revise the Standard and associated 
documents based on the comments.

• The current posting is planned in October, 2025.

Project Status
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• Background
§ Due to an increase in reports of physical attacks on electric substations, the Federal 

Energy Regulatory Commission (FERC) issued an Order on December 15, 2022, in 
Docket No. RD23-2-000, that directed NERC to conduct a study to evaluate: 
o (1) The adequacy of the Applicability criteria set forth in the Physical Security Reliability 

Standard CIP-014-3 (Physical Security Reliability Standard); 
o (2) The required risk assessment set forth in the Physical Security Reliability Standard; and 
o (3) Whether a minimum level of physical security protections should be required for all 

Bulk-Power System transmission stations and substations and primary control centers.

• Purpose/Goal
§ The goal of Project 2023-06 is to identify and physically protect those Transmission 

stations, Transmission substations, and their associated primary control centers 
that are critical to the reliable and secure operation of the BPS. Registered entity 
approaches for the risk assessment must be reasonably consistent and 
substantiated with sufficient technically based rationale. 

Background
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• Major Themes From Second Ballot Comments:
• 36 calendar months vs. 60 calendar months
• BES for proximate stations
• Thresholds for unacceptable generation and load loss 
• Loss of communication for proximate stations
• Fault conditions 
• Implementation 

Additional Ballot Comments
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Purpose Statement
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Updates
• R1 (document applicable facilities) – No change

Requirement R1 Updates and 
Proposed Language
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Updates
• R2 (documented proximity criteria)

Proposed Language

Requirement R2 Updates and 
Proposed Language
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Updates
• R3 (risk assessment methodology)

Requirement R3 Updates and 
Proposed Language
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Requirement R3 Updates and 
Proposed Language Cont…



RELIABILITY | ACCOUNTABILITY12

Requirement R3 Updates and 
Proposed Language Cont…
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Updates
• R4 (joint ownership/coordination)

Requirement R4 Updates and 
Proposed Language

Proposed Language
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Updates
• R5 (risk assessment)

Requirement R5 Updates and 
Proposed Language

Proposed Language
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Requirement R5 Updates and 
Proposed Language Cont …
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Updates
• R7 (primary control center(s))

Requirement Updates Since First 
Ballot Cont…
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• R6, R8 - R10 (out-of-scope requirements)
§ No material changes from last ballot

Requirement Updates Since First Ballot 
Cont…
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• Technical Rationale
§ Updated to reflect requirement changes

Technical Rationale
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• Implementation Plan Changes

 Implementation Plan
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Implementation Plan 
Cont…
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• Posting
§ Project Page 2023-06
§ 45-day comment period and formal ballot in November, 2025

• Point of contact
§ Ben Wu, Senior Standards Developer
§ Ben.Wu@nerc.net or call 470-542-6882

Next Steps

https://www.nerc.com/pa/Stand/Pages/Project_2023-06_CIP-014_Risk_Assessment_Refinement.aspx
mailto:Ben.Wu@nerc.net
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Questions and Answers


