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Important Security Alerts

• 2024 threat year-in-review : NRECA 
and EISAC report on threats to electric 
cooperative utilities. 

• Detection evasion tactic: CISA report 
on threat actors using rapidly changing 
domain name records (fast flux) to avoid 
detection. 

• Rapidly growing ransomware group: 
Fog has been using different tactics to 
spread malware and get victims’ 
attention.

Monitored Threats
• Exploitation of unpatched vulnerabilities

• Phishing and smishing attacks

• Distributed Denial of Service attacks

• Use of deepfake and Adaptive AI technology

Contact PJM
• To report unusual events, notify your normal PJM 

contacts.

• To report connectivity issues contact Member 
Relations.

• To report suspicious email, notify 
SecurityAlertTm@pjm.com.

• Share this info with your security team.

https://www.cooperative.com/programs-services/bts/research/Pages/NRECA-Threat-Analysis-Center-2024-Threat-Intelligence-Year-In-Review.aspx
https://www.cooperative.com/programs-services/bts/research/Pages/NRECA-Threat-Analysis-Center-2024-Threat-Intelligence-Year-In-Review.aspx
https://www.cisa.gov/news-events/alerts/2025/04/03/nsa-cisa-fbi-and-international-partners-release-cybersecurity-advisory-fast-flux-national-security
https://www.darkreading.com/cyberattacks-data-breaches/fog-hackers-doge-ransom-notes
mailto:SecurityAlertTm@pjm.com
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Contact

Presenter: 
Joe Call is
Joseph.Call is@pjm.com

Security Update Member Hotl ine
(610) 666 – 8980

(866) 400 – 8980

custsvc@pjm.com


