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é/ PJM Security Update — November 2025

Important Security Alerts Monitored Threats
Exploitation of unpatched vulnerabilities

 Al-orchestrated espionage attack:
Anthropic analysis of the highly automated
nature of the attack and attack mitigation
measures.

Phishing and smishing attacks

Distributed Denial of Service attacks

Use of deepfake and Adaptive Al technology

 Akira ransomware advisory: Revised Contact PJM
guidance with updated tactics and
technical details.

To report unusual events, notify your normal PJM contacts.

To report connectivity issues contact Member Relations.
* Emerging social engineering threat:

Report on increase of ClickFix being used
to exploit end-user devices.

To report suspicious email, notify SecurityAlertTm@pjm.com.

Share this info with your security team.
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https://www.anthropic.com/news/disrupting-AI-espionage
https://www.cisa.gov/news-events/cybersecurity-advisories/aa24-109a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa24-109a
https://unit42.paloaltonetworks.com/clickfix-generator-first-of-its-kind/
mailto:SecurityAlertTm@pjm.com

épjm Contact

Presenter:
Paul DeGeiso

Paul.DeGeiso@pjm.com

Security Update Member Hotline
(610) 666 — 8980
(866) 400 — 8980

custsve@pjm.com
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BE ALERT TO
MALICIOUS PHISHING

Report suspicious email activity to PJM.
Call (610) 666-2244 or email it_ops_ctr_shift@pjm.com




