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Allowlist Quick Guide

Allowlist Overview

The allowlist feature enables Company Account Managers (CAMS) to create a list of email addresses or company
domains allowed to associate with new user accounts for the company account(s) they manage.

By default, allowlists will be empty for all companies until email addresses or domains are added by the CAMs. For
security purposes, PJM requires all CAMs and SUMA CAMs to maintain allowlists for the companies they manage.

For added security, once an allowlist is created, individuals are restricted from creating a new user account for that
company if their credentials do not match the specified account allowlist(s).

Who Can Add/Maintain Company Allowlist(s)

e Single-account CAMs are able to add an allowlist for the company account that they manage.
e SUMA CAMs are able to add an allowlist for all company accounts that they manage.
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Important Tips for Allowlisting

DO NOT add public email domains such as “gmail.com,” “yahoo.com,” etc. to an allowlist. Any user with an email
address from one of these domains would then be able to create an account under that company. If an
authorized user has this category of email address, allowlist the exact authorized email address in the Email
Prefix and Domain fields.

When adding agents or consultants, add the exact authorized email address for each user in the Email Prefix
and Domain fields.

Adding just a domain means any user — authorized or not — with an email
address on that domain can create a user account for your company account(s).

If a company domain changes, you must update the allowlist prior to updating the email address in the
associated user profile.

Keep allowlists up to date. Delete email addresses or email domains that are no longer needed.

When entering a domain, DO NOT add the “@”symbol prior to the domain. That will generate the following error:

User Certification | Pending Tasks =~ Add New User  User Profile QUL FLVEM Search || eDART CDW
Access  Account Managers  History  JEGTTESS

A Error: "Please enter a valid domain entry. Allowed characters are -._A-Za-z0-9"

Allowlist Emails

Email Prefix Domain *

] @ [@myco.com ] ‘ Add ‘ [ Ctear] { Delete All ]
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Getting Started

For all allowlist actions, sign in to your CAM or SUMA CAM user account and click the “My Company” tab, then click
the “Allowlist” subtab.

How to Allowlist as a CAM for a Single Company Account

1. Fill in the complete email address in the Email Prefix and Domain fields to
authorize specific users, or just the Domain field to allow any user from that
company domain to create a user account

2. Click Add
_______________________________________________ .
Email Prefix Domain | I
I - -
: @ |pjmcan'| ‘ : :[ Add |: { Clear ‘
I T T T T T T T T T T R N, T 7T T -
Account Email Prefix = Domain
[ ] ( | Actions

PJM Training (Subaccount 1) @pjmtest.com 0

PJM Training {Subaccount 1) pimist @pjmtrn.com [I]

PJM Training {Subaccount 1) @pjm.com (@)

PJM Training (Subaccount 1) sonso @gmail.com @

Records Per Page: (15 »| « « 1-4ofdrecords » » | Reset

Repeat Steps 1 and 2 for each additional allowlist entry.
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How to Allowlist as a SUMA CAM

User Certification Pending Tasks Add New User User Profile |

- -
Access  Account Managers  History |m

Click My Company then Click Allowlist

Select Account
U

PJM DEMO Company 1

Account ¥

Allowlist Emails

PJM DEHO Company 1 (SUE 1) Email Prefix Domain *

PJM DEMO Company 1 (SUB 2) [ ]

] Add m Delete All
PIM DEMO Company 2 @ - -

PJM DEMO Company 2 (SUB 1) Account * Email Prefix = Domain act
[ ] ctions

PJM DEMO Company 2 (SUB 2) [ ] [ ]

PJM DEMO Company 3 No records found.

PJM DEMO Company 4 Records Per Page: \E\ « <« 0-0ofOrecords > »
PJM Training, LLC

PJM Training, LLC (SUB 1)

O0ooooOooocoo

« <« 1-100of 11records > »

Non-Compliant Users Add to Allowlist

1 Account * First Name ¥ Last Name = 1 Username * Email Address = Phone ¥

e )| J J ) J
No records found.
Records Per Page: \'15 v“ « < Q0ofOrecords > »

SELECT ACCOUNT BOXES
Use the checkboxes to select one or more accounts (FIGURE 1) or all accounts (FIGURE 2). Use the Account
Name box to filter Accounts by name (FIGURE 3)
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FIGURE 1

Select Account

Account *

[ ]

8

— ——
1

I : PJM Training

1 D lpam Training (Subaccount 1)
1 |

1 D IPJM Training (Subaccount 2)
I v 1 PJM Training (Subaccount 3
I 1

1 D | PJM Training (Subaccount 4)
: : PJM Training (Subaccount 5)
S ———

<« < 1-6 of 6 records > »

Account *

FIGURE 2

Select Account
g
I : (
I
!_ J

PJM Training

PJM Training (Subaccount 1)
PJM Training (Subaccount 2)
PJM Training (Subaccount 3)

PJM Training (Subaccount 4)

EEOO00 O

PJM Training (Subaccount 5)

FIGURE 3
%bd&EEE_____________________________
I Account “ :
1 [Subaccount ] i

S |

PJM Training (Subaccount 1)
PJM Training (Subaccount 2)
PJM Training (Subaccount 3)
PJM Training (Subaccount 4)

PJM Training (Subaccount 5)

NN N4

<« < 1-50of 5records > »
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Allowlist Quick Guide

1. Fill in the complete email address in the Email Prefix and Domain fields to authorize
specific users, or just the Domain field to allow any user from that company domain to
create a user account.

User Certification = Pending Tasks | Add New Usel | User Profile JLASL -0V Search | eDART CDW

Access  Account Managers  History LGNS

Allowlist Emails Cg 2. Click Add
E'EEEEIFre'ﬁI"'""""""" T bomanc 1
| | o
: I
| [ ] @ p]m.com\ ] 1 l[ Add\]' [ Clear ] Delete All ]
11 1
D e e e e e e e e e e e e e e e [ Byl
Account * Email Prefix % Domain ¥
[ ] [ ] [ ] Actions
PJM Interconnection @pjm.com

Records Per Page: |15 v| « ¢ 1-1of frecords »

Select additional company accounts as needed, and then repeat Steps 1 and 2 for
each additional Allowlist Email entry.
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Non-Compliant User List

After you add your allowlist entries, you may notice a list appear under the Non-Compliant Users section. These user
accounts were created prior to a CAM adding an allowlist entry and do not match the current allowlisted domains.
These user accounts will remain active and retain access to the tools that were previously provisioned to their account.

1. Please review all Non-Compliant Users.

2. Please terminate any user account(s) that are not currently affiliated with the company or no longer applicable.

3. If the user account(s) are currently affiliated with your company, you can either add their domain to the allowlist
by following the steps above or select one, multiple, or all entries from the Non-Complaint Users list to add their

specific email addresses to the allowlist (See Below).

Click Add to Allowlist

Click this white box to select all users I
, i | @
Non-Compliant Users e ez 2t ! oot
{E—
i- I First Name * Last Name + L Username * Email Address » Phone ¥
| | i M M |
=1
[:] [PJM DEMO Company 1 (hartie Brown (B3322demo charbro@amail.com 610-533-1212
i
[:] :PJM DEMO Company 1 Jaco Dorenblazer JOTEST3A22R jod@ryzco.com £10-533-1212
[:] :PJMTraining, LLC Rooney McMurphy (TH3SZ20EMO r.memurph@gmail.com 010-355-1212
F |

Click 1 or more individual white boxes to select individual users to
add to the Allowlist

PIM ©2021
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How to Delete Allowlist Entries

1. SUMA CAMs > Select Account(s)

(CAMs proceed to Step 3)

L ACCount

Account ¥

Allowlist Emails

2. Filter the Allowlist Emails box
by account, email prefix or
domain

. |PJM DEMO Company 1 Email Prefix Domain * /
. |PJM DEMO Company 1 (SUB 1)
I [ ] @ [ / } [ Add ] [ Clear } [ Delete All ]
@ (P2 DENO Company 1 (5UB 2 B eyeepeepeepespespespesyesyespespusp ey A = 2
|
| Account * Email Prefix % Domain # 1 ===
v] 1 PJM DEMO Company 2 i ‘ - 1 pctions |
1 gmail.com 1
: 4 DEMO Company 2 (SUB 1) I _! I :
I o
1 (% [Pm DEMO Company 2 (SUB 2) PJM DEMO Company 1 charbro @gmail.com : I
1 |
: 1PJM DEMO Company 3 PJM DEMO Company 1 (SUB 1) charbro @arnail.com : :
i ‘ |
: | PJM DEMO Company 4 PJM DEMO Company 1 (SUB 2) charbro @gmail.com I
I ) |
: D : PJM Training, LLC Records Per Page: « < 1-3of3records » » | Reset
: () JPIH Traing, LLC (SUB 1)
!_ - ‘I « < 1-10of t1records » »

3. Click the trash can icon in the Actions

Delete Allowlist Email

Are you sure you want to remove charbro@gmail.com from the allowlist?

column next to the email address or
X domain you need to delete

4. Click Submit in
the pop-up box to

finalize

=== L]
[ Cancel E[ Submitq’

-----J—
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5. Repeat these steps as needed if you have additional email addresses or domains to delete.

6. If you need to delete all or many of the allowlist list entries, you can select the account(s) this action applies to.

A. Select Accounts (All - single white box top left corner or individually white boxes before account name)
B. Filter the Allowlist Emails box by account, email prefix or domain as needed
C. Click the Delete All button

Select Account

iy | Account ¥
= | J
- ol . .
- Allowlist Emails C
B

: PJ DEMO Company 1 Email Prefic ol -
0 § PN DEMO Company 1 (SUB 1) - ==

1 [ } @ { ] [ Add ] [ Clear ] 1 [ Delete All } i
|PJMDEM0C°mPa"V1(5U“l - -'-'-'-'-'-'-'-'-'-'-'-'--IL-'-"'
D I PJM DEMO Company 2 L Account * Email Prefix ¥ Domain %

: [ ] [ ] [gmaﬂ.com ] 1 Actions

D [| PJM DEMO Company 2 (SUB 1)

"]} PJM DEMO Company 2 (SUB 2) P.JM DEMO Company 1 charbro @gmail.com
D : PJM DEMO Company 3 PJM DEMO Company 1 (SUB 2) charbro ®gmail.com
PJM Training, LLC r.mcmurph @gmail.com

() : PJM DEMO Company 4

Records Per Page: « ¢ 1-3of3records > »

! PJM Training, LLC
1

() 1 PIM Training, LLC (SUB 1)
=

« ¢ 1-10of 11records » »

Delete Allowlist Emails x

7. Click Yes in the pop-
up box to finalize the
action

A Are you sure you want to delete all allowlist emails?

—ﬁv"res

(=TT

X No
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