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Configuring JAVA for Markets Gateway Sandbox
A JAVA project was developed for the purposes of connecting to the Markets Gateway Sandbox which utilizes Token Authentication, and is able to send / receive XML.
The attached files have been written up with as few external dependencies as possible.

This is meant to be sample code and not a jar that can be used as is – it provides the guidelines for being able to download a token from the authentication system and use it in a sample request.

The OpenAMAuthenticationService and RestclientBuilder are used to download a token and use it to log out.

The serviceproxy provides an example of how to use the token in a request.

This request is not a soap request and can’t be used as a sample for markets gateway.

This code assumes that the following maven jars/dependencies are available in the build path of the source code:

org.jboss.resteasy:resteasy-jaxrs:jar:2.3.6.Final

org.json:json:jar:20140107

ch.qos.logback:logback-classic:jar:1.0.6

ch.qos.logback:logback-core:jar:1.0.6

org.apache.commons:commons-lang3:jar:3.3.2

joda-time:joda-time:jar:2.4

JAVA Rest Client builder for Markets Gateway   

This assists the developer in constructing re-usable Rest Client requests using the {@link ClientConnectionManager}. To use this class, {@link Inject} an instance of the {@link ClientConnectionManager} into your bean. Then construct your {@link RestClientBuilder} using the builder methods provided in this class. Invoke the appropriate GET, PUT, POST or PATCH method using the respective methods on this class.
Please refer to the following JAVA file for detailed information and construction. The information below is an example portion of the attached .java file, please review the entire attachment. 
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* Example:

 * 

 * <pre>

 * &#064;RequestScoped

 * public class CreateSaveCaseService {

 *    &#064;Inject

 *    ClientConnectionManager clientConnectionManager;

 * 

 *    public SimulationExport getSimulationExport(ApplicationEnvironment environment, Date exportStart, Date exportEnd,

 *             boolean fullExport) {

 *       final String username = environment.getAuthUsername();

 *       final String password = securityService.getPassword(environment);

 *       RestClientBuilder builder = RestClientBuilder.createRestClientRequest().url(environment.getExportUrl())

 *                .accept(MediaType.APPLICATION_XML).queryParameter(&quot;startDate&quot;, exportStart)

 *                .queryParameter(&quot;endDate&quot;, exportEnd).queryParameter(&quot;fullExport&quot;, fullExport)

 *                .basicAuth(username, password).preEmptiveAuth();

 *       final SimulationExport export = builder.get(clientConnectionManager, SimulationExport.class);

 *       return export;

 *    }

 * }

 * </pre>

JAVA Token Authentication Service for Markets Gateway   

This service provides Token Authentication services to:

1) Log a user in

2) Log a user out

3) Figure out which cookie to use

Please refer to the following JAVA file for detailed information and construction:
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package com.pjm.samples;

import javax.ws.rs.core.MediaType;

import org.jboss.resteasy.client.core.executors.ApacheHttpClient4Executor;

import org.json.JSONObject;

import org.slf4j.Logger;

import org.slf4j.LoggerFactory;

/**

 * <pre>

 * This service provides openam authentication services to 

 * 1. log a user in

 * 2. log a user out

 * 3. figure out which cookie to use

 * 

 * 

 * @author <a href="mailto:Foluso.Afelumo@pjm.com">Foluso Afelumo</a>

 * @version $Id$

 * </pre>

 */

public class OpenAMAuthenticationService {

   /**

    * Headers for openam

    */

   private static final String OPENAM_USERNAME_HEADER = "X-OpenAM-Username";

   private static final String OPENAM_PASSSORD_HEADER = "X-OpenAM-Password";

   public static final String OPENAM_COOKIE = "Cookie";

   /**

    * Logger for this class

    */

   private static final Logger LOG = LoggerFactory.getLogger(OpenAMAuthenticationService.class);

   /**

    * The environment to authenticate against

    */

   final String environment;

   /**

    * The user name for the authentication

    */

   final String userName;

   /**

    * The password for the authentication

    */

   final String password;

   /**

    * Constructor

    * @param environment the environment to auth against (tst, stg, trn,prd)

    * @param userName the user name

    * @param password the password

    */

   public OpenAMAuthenticationService(String environment, String userName, String password) {

      this.environment = environment;

      this.userName = userName;

      this.password = password;

   }

   /**

    * Gets an authenticated token

    * @throws Exception

    */

   public String getAuthenticationToken() throws Exception {

      ApacheHttpClient4Executor executor = new ApacheHttpClient4Executor();

      final String authUrl = determineAuthUrl();

      try {

         LOG.info("Sending authenticate request to {}", authUrl);

         final String response = RestClientBuilder.createRestClientBuilder().accept(MediaType.APPLICATION_JSON)

                  .url(authUrl).header(OPENAM_USERNAME_HEADER, this.userName).expectedResponseCodes(200)

                  .header(OPENAM_PASSSORD_HEADER, this.password).payload(MediaType.APPLICATION_JSON, "{}")

                  .post(executor.getHttpClient().getConnectionManager(), String.class);

         final JSONObject json = new JSONObject(response);

         LOG.info("Login returned: {}", json.toString());

         return json.getString("tokenId");

      } catch (Exception e) {

         throw e;

      }

   }

   /**

    * Builds the cookie header for the token based on the environment

    * @param token the token

    * @return

    */

   public String buildCookieHeader(String token) {

      StringBuilder builder = new StringBuilder();

      builder.append(getCookieName()).append("=").append(token);

      return builder.toString();

   }

   /**

    * Logs out the authenticated token

    * @param token the authenticated token

    * @throws Exception

    */

   public void logoutAuthenticatedSession(String token) throws Exception {

      ApacheHttpClient4Executor executor = new ApacheHttpClient4Executor();

      final String url = determineLogoutUrl();

      try {

         final String response = RestClientBuilder.createRestClientBuilder().accept(MediaType.APPLICATION_JSON)

                  .url(url).header(OPENAM_COOKIE, buildCookieHeader(token)).expectedResponseCodes(200)

                  .payload(MediaType.APPLICATION_JSON, "{}")

                  .post(executor.getHttpClient().getConnectionManager(), String.class);

         final JSONObject json = new JSONObject(response);

         LOG.info("Logout returned: {}", json.toString());

      } catch (Exception e) {

         throw e;

      }

   }

   /**

    * Determines the url to authenticate against

    */

   private String determineAuthUrl() {

      switch (environment) {

      case "trn":

      case "train":

         return "https://ssotrain.pjm.com/access/authenticate/";

      case "prd":

      case "prod":

         return "https://sso.pjm.com/access/authenticate/";

      default:

         throw new IllegalArgumentException("unable to determine auth url for " + environment);

      }

   }

   /**

    * Returns the logout url

    * @return

    */

   private String determineLogoutUrl() {

      switch (environment) {

      case "trn":

      case "train":

         return "https://ssotrain.pjm.com/access/logout";

      case "prd":

      case "prod":

         return "https://sso.pjm.com/access/logout";

      default:

         throw new IllegalArgumentException("unable to determine logout url for " + environment);

      }

   }

   /**

    * Gets the cookie name for the environment

    * @return The cookie name for the environment

    */

   public String getCookieName() {

      switch (environment) {

      case "trn":

      case "train":

         return "pjmauthtrain";

      case "prd":

      case "prod":

         return "pjmauth";

      default:

         throw new IllegalArgumentException("unable to determine cookie name for " + environment);

      }

   }

}

JAVA Service Proxy for Markets Gateway   

The below is the Service class which leverages the account manager’s RESTful services to proxy calls to them on behalf of the tool. 
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package com.pjm.samples;

import javax.ws.rs.core.MediaType;

import org.jboss.resteasy.client.core.executors.ApacheHttpClient4Executor;

import org.slf4j.Logger;

import org.slf4j.LoggerFactory;

/**

 * Service class which leverages account manager's restful services to proxy

 * calls to them on behalf of the tool

 *

 * <pre>

 * @author <a href="mailto:Foluso.Afelumo@pjm.com">Foluso Afelumo</a>

 * @version $Id$

 * </pre>

 */

public class ServiceProxy {

   final String hostContext;

   /**

    * The user name

    */

   final String userName;

   /**

    * The password

    */

   final String password;

   /**

    * The authentication service

    */

   final OpenAMAuthenticationService authservice;

   /**

    * Logger for this class

    */

   private static final Logger LOG = LoggerFactory.getLogger(ServiceProxy.class);

   /**

    * Constructor

    */

   public ServiceProxy(String hostContext, String userName, String password, String environment) {

      this.hostContext = hostContext;

      this.userName = userName;

      this.password = password;

      authservice = new OpenAMAuthenticationService(environment, userName, password);

   }

   /**

    * Creates users from a json array of users

    * @param arrayOfUsers the json array of users

    * @return the list of results

    */

   public void someMethod() throws Exception {

      final ApacheHttpClient4Executor executor = new ApacheHttpClient4Executor();

      final String url = new StringBuilder().append(hostContext).append("/url").append("method").toString();

      try {

         final String token = authservice.getAuthenticationToken();

         LOG.info("calling {}", url);

         final String response = RestClientBuilder.createRestClientBuilder().accept(MediaType.APPLICATION_JSON)

                  .url(url).header(OpenAMAuthenticationService.OPENAM_COOKIE, authservice.buildCookieHeader(token))

                  .expectedResponseCodes(200, 201).payload(MediaType.APPLICATION_JSON, "{\"test\" : \"test\"}")

                  .post(executor.getHttpClient().getConnectionManager(), String.class);

         LOG.info("Got response '{}' from create user call", response);

         authservice.logoutAuthenticatedSession(token);

      } catch (Exception e) {

         throw e;

      }

   }

}
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    _1511850554/OpenAMAuthenticationService.java
    
    


_1511850554/OpenAMAuthenticationService.javapackage com.pjm.samples;

import javax.ws.rs.core.MediaType;

import org.jboss.resteasy.client.core.executors.ApacheHttpClient4Executor;
import org.json.JSONObject;
import org.slf4j.Logger;
import org.slf4j.LoggerFactory;

/**
 * <pre>
 * This service provides openam authentication services to 
 * 1. log a user in
 * 2. log a user out
 * 3. figure out which cookie to use
 * 
 * 
 * @author <a href="mailto:Foluso.Afelumo@pjm.com">Foluso Afelumo</a>
 * @version $Id$
 * </pre>
 */
public class OpenAMAuthenticationService {

   /**
    * Headers for openam
    */
   private static final String OPENAM_USERNAME_HEADER = "X-OpenAM-Username";
   private static final String OPENAM_PASSSORD_HEADER = "X-OpenAM-Password";
   public static final String OPENAM_COOKIE = "Cookie";

   /**
    * Logger for this class
    */
   private static final Logger LOG = LoggerFactory.getLogger(OpenAMAuthenticationService.class);

   /**
    * The environment to authenticate against
    */
   final String environment;

   /**
    * The user name for the authentication
    */
   final String userName;

   /**
    * The password for the authentication
    */
   final String password;

   /**
    * Constructor
    * @param environment the environment to auth against (tst, stg, trn,prd)
    * @param userName the user name
    * @param password the password
    */
   public OpenAMAuthenticationService(String environment, String userName, String password) {
      this.environment = environment;
      this.userName = userName;
      this.password = password;
   }

   /**
    * Gets an authenticated token
    * @throws Exception
    */
   public String getAuthenticationToken() throws Exception {
      ApacheHttpClient4Executor executor = new ApacheHttpClient4Executor();

      final String authUrl = determineAuthUrl();
      try {
         LOG.info("Sending authenticate request to {}", authUrl);
         final String response = RestClientBuilder.createRestClientBuilder().accept(MediaType.APPLICATION_JSON)
                  .url(authUrl).header(OPENAM_USERNAME_HEADER, this.userName).expectedResponseCodes(200)
                  .header(OPENAM_PASSSORD_HEADER, this.password).payload(MediaType.APPLICATION_JSON, "{}")
                  .post(executor.getHttpClient().getConnectionManager(), String.class);
         final JSONObject json = new JSONObject(response);
         LOG.info("Login returned: {}", json.toString());
         return json.getString("tokenId");
      } catch (Exception e) {
         throw e;
      }
   }

   /**
    * Builds the cookie header for the token based on the environment
    * @param token the token
    * @return
    */
   public String buildCookieHeader(String token) {
      StringBuilder builder = new StringBuilder();
      builder.append(getCookieName()).append("=").append(token);
      return builder.toString();

   }

   /**
    * Logs out the authenticated token
    * @param token the authenticated token
    * @throws Exception
    */
   public void logoutAuthenticatedSession(String token) throws Exception {
      ApacheHttpClient4Executor executor = new ApacheHttpClient4Executor();
      final String url = determineLogoutUrl();
      try {
         final String response = RestClientBuilder.createRestClientBuilder().accept(MediaType.APPLICATION_JSON)
                  .url(url).header(OPENAM_COOKIE, buildCookieHeader(token)).expectedResponseCodes(200)
                  .payload(MediaType.APPLICATION_JSON, "{}")
                  .post(executor.getHttpClient().getConnectionManager(), String.class);
         final JSONObject json = new JSONObject(response);
         LOG.info("Logout returned: {}", json.toString());
      } catch (Exception e) {
         throw e;
      }
   }

   /**
    * Determines the url to authenticate against
    */
   private String determineAuthUrl() {
      switch (environment) {
      case "trn":
      case "train":
         return "https://ssotrain.pjm.com/access/authenticate/";
      case "prd":
      case "prod":
         return "https://sso.pjm.com/access/authenticate/";
      default:
         throw new IllegalArgumentException("unable to determine auth url for " + environment);
      }
   }

   /**
    * Returns the logout url
    * @return
    */
   private String determineLogoutUrl() {
      switch (environment) {
      case "trn":
      case "train":
         return "https://ssotrain.pjm.com/access/logout";
      case "prd":
      case "prod":
         return "https://sso.pjm.com/access/logout";
      default:
         throw new IllegalArgumentException("unable to determine logout url for " + environment);
      }
   }

   /**
    * Gets the cookie name for the environment
    * @return The cookie name for the environment
    */
   public String getCookieName() {
      switch (environment) {
      case "trn":
      case "train":
         return "pjmauthtrain";
      case "prd":
      case "prod":
         return "pjmauth";
      default:
         throw new IllegalArgumentException("unable to determine cookie name for " + environment);
      }
   }

}
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_1511850810/ServiceProxy.javapackage com.pjm.samples;

import javax.ws.rs.core.MediaType;

import org.jboss.resteasy.client.core.executors.ApacheHttpClient4Executor;
import org.slf4j.Logger;
import org.slf4j.LoggerFactory;

/**
 * Service class which leverages account manager's restful services to proxy
 * calls to them on behalf of the tool
 *
 * <pre>
 * @author <a href="mailto:Foluso.Afelumo@pjm.com">Foluso Afelumo</a>
 * @version $Id$
 * </pre>
 */
public class ServiceProxy {

   final String hostContext;

   /**
    * The user name
    */
   final String userName;

   /**
    * The password
    */
   final String password;

   /**
    * The authentication service
    */
   final OpenAMAuthenticationService authservice;

   /**
    * Logger for this class
    */
   private static final Logger LOG = LoggerFactory.getLogger(ServiceProxy.class);

   /**
    * Constructor
    */
   public ServiceProxy(String hostContext, String userName, String password, String environment) {
      this.hostContext = hostContext;
      this.userName = userName;
      this.password = password;
      authservice = new OpenAMAuthenticationService(environment, userName, password);
   }

   /**
    * Creates users from a json array of users
    * @param arrayOfUsers the json array of users
    * @return the list of results
    */
   public void someMethod() throws Exception {
      final ApacheHttpClient4Executor executor = new ApacheHttpClient4Executor();
      final String url = new StringBuilder().append(hostContext).append("/url").append("method").toString();
      try {
         final String token = authservice.getAuthenticationToken();
         LOG.info("calling {}", url);
         final String response = RestClientBuilder.createRestClientBuilder().accept(MediaType.APPLICATION_JSON)
                  .url(url).header(OpenAMAuthenticationService.OPENAM_COOKIE, authservice.buildCookieHeader(token))
                  .expectedResponseCodes(200, 201).payload(MediaType.APPLICATION_JSON, "{\"test\" : \"test\"}")
                  .post(executor.getHttpClient().getConnectionManager(), String.class);
         LOG.info("Got response '{}' from create user call", response);
         authservice.logoutAuthenticatedSession(token);
      } catch (Exception e) {
         throw e;
      }
   }
}
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_1511850125/RestClientBuilderv2.javapackage com.pjm.samples;

import java.io.IOException;
import java.io.InputStream;
import java.io.UnsupportedEncodingException;
import java.net.MalformedURLException;
import java.net.URL;
import java.util.Date;
import java.util.HashMap;
import java.util.Map;
import java.util.Map.Entry;

import javax.ws.rs.HttpMethod;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.io.IOUtils;
import org.apache.commons.lang3.StringUtils;
import org.apache.http.auth.AuthScope;
import org.apache.http.auth.UsernamePasswordCredentials;
import org.apache.http.conn.ClientConnectionManager;
import org.apache.http.impl.client.DefaultHttpClient;
import org.jboss.resteasy.client.ClientRequest;
import org.jboss.resteasy.client.ClientResponse;
import org.jboss.resteasy.client.core.executors.ApacheHttpClient4Executor;
import org.joda.time.DateTime;
import org.joda.time.DateTimeZone;

/**
 * Assists the developer in constructing re-usable Rest Client requests using
 * the {@link ClientConnectionManager}. To use this class, {@link Inject} an
 * instance of the {@link ClientConnectionManager} into your bean. Then
 * construct your {@link RestClientBuilder} using the builder methods provided
 * in this class. Invoke the appropriate GET, PUT, POST or PATCH method using
 * the respective methods on this class.
 * <p>
 * Example:
 * 
 * <pre>
 * &#064;RequestScoped
 * public class CreateSaveCaseService {
 *    &#064;Inject
 *    ClientConnectionManager clientConnectionManager;
 * 
 *    public SimulationExport getSimulationExport(ApplicationEnvironment environment, Date exportStart, Date exportEnd,
 *             boolean fullExport) {
 *       final String username = environment.getAuthUsername();
 *       final String password = securityService.getPassword(environment);
 *       RestClientBuilder builder = RestClientBuilder.createRestClientRequest().url(environment.getExportUrl())
 *                .accept(MediaType.APPLICATION_XML).queryParameter(&quot;startDate&quot;, exportStart)
 *                .queryParameter(&quot;endDate&quot;, exportEnd).queryParameter(&quot;fullExport&quot;, fullExport)
 *                .basicAuth(username, password).preEmptiveAuth();
 *       final SimulationExport export = builder.get(clientConnectionManager, SimulationExport.class);
 *       return export;
 *    }
 * }
 * </pre>
 * 
 * Note, to faciliate unit testing, consider injecting a new instance of your
 * builder instead:
 * 
 * <pre>
 * &#064;Inject
 * &#064;New
 * RestClientBuilder restClientBuilder;
 * </pre>
 * 
 * You can now spy and mock results like so:
 * 
 * <pre>
 *       &#064;Mock
 *       ClientConnectionManager clientConnectionManager;
 *       
 *       &#064;Spy
 *       RestClientBuilder restClientBuilder;
 *       ...
 *             Mockito.doReturn("OK").when(restClientBuilder)
 *                      .put(Mockito.same(clientConnectionManager), Mockito.same(String.class))
 * </pre>
 * 
 * <pre>
 * @author <a href="mailto:mark.lassiter@pjm.com">Mark Lassiter</a>
 * @version $Id: RestClientBuilder.java 24047 2015-05-18 18:14:10Z lassim1 $
 * </pre>
 */
public class RestClientBuilder {

   /**
    * constant for the PATCH method not available in {@link HttpMethod}
    */
   private static final String HTTP_PATCH = "PATCH";

   /**
    * The parsed host name or set using a host() call
    */
   private String host;

   /**
    * The parsed protocol set using a protocol() call
    */
   private String protocol;

   /**
    * The parsed path set using a path() call
    */
   private String path;

   /**
    * The parsed port set using a port() call
    */
   private Integer port;

   /**
    * The parsed query parameters set using a series of queryParameter() calls
    */
   private final StringBuilder queryParameters = new StringBuilder();

   /**
    * The content-type accepted
    */
   private String acceptedMediaType;

   /**
    * The content-type of the POST or PUT
    */
   private String contentMediaType;

   /**
    * The payload to submit for a POST or PUT request
    */
   private Object payload;

   /**
    * Headers to set in each request
    */
   private final Map<String, String> headers = new HashMap<String, String>();

   /**
    * The username to set for BASIC auth
    */
   private String username;

   /**
    * The password to set for BASIC auth
    */
   private String password;

   /**
    * Expected response codes
    */
   private int[] expectedResponseCodes;

   /**
    * flag indicating pre-emptive auth
    */
   private boolean preEmptiveAuth = false;

   /**
    * Static constructor creates a new {@link RestClientBuilder}.
    * <p>
    * @return the new {@link RestClientBuilder}
    */
   public static RestClientBuilder createRestClientBuilder() {
      return new RestClientBuilder();
   }

   /**
    * Set's the URL to the specified URL, replacing any existing values for
    * host, protocol, port, path and queryParameters.
    * <p>
    * @param url the URL to use for the invocation.
    * @return this {@link RestClientBuilder}
    * @throws MalformedURLException if the url is invalid
    */
   public RestClientBuilder url(String url) throws MalformedURLException {
      URL u = new URL(url);
      host = u.getHost();
      protocol = u.getProtocol();
      port = u.getPort();
      path = u.getPath();
      queryParameters.setLength(0);
      if (u.getQuery() != null) {
         queryParameters.append(u.getQuery());
      }
      return this;
   }

   /**
    * Sets the target host name.
    * <p>
    * @param host the host name
    * @return this {@link RestClientBuilder}
    */
   public RestClientBuilder host(String host) {
      this.host = host;
      return this;
   }

   /**
    * Sets the communication port.
    * <p>
    * @param port the communication port
    * @return this {@link RestClientBuilder}
    */
   public RestClientBuilder port(Integer port) {
      this.port = port;
      return this;
   }

   /**
    * Sets the request path. If the path specified does not start with a leading
    * slash, one is added.
    * <p>
    * @param path the request path
    * @return this {@link RestClientBuilder}
    */
   public RestClientBuilder path(String path) {
      if (StringUtils.startsWith(path, "/")) {
         this.path = path;
      } else
         this.path = "/" + path;
      return this;
   }

   /**
    * Set's the REST protocol.
    * <p>
    * @param protocol the protocol (http, https, etc)
    * @return this {@link RestClientBuilder}
    */
   public RestClientBuilder protocol(String protocol) {
      this.protocol = protocol;
      return this;
   }

   /**
    * Sets the accepted media type for response.
    * <p>
    * @param mediaType the accepted mediaType
    * @return this {@link RestClientBuilder}
    */
   public RestClientBuilder accept(String mediaType) {
      this.acceptedMediaType = mediaType;
      return this;
   }

   /**
    * Sets the payload entity for PUT and POST requests.
    * <p>
    * @param the MediaType for the payload
    * @param payload the PUT or POST payload
    * @return this {@link RestClientBuilder}
    */
   public RestClientBuilder payload(String mediaType, Object payload) {
      this.contentMediaType = mediaType;
      this.payload = payload;
      return this;
   }

   /**
    * Configures the BASIC auth credentials.
    * <p>
    * @param username the username
    * @param password the password
    * @return this {@link RestClientBuilder}
    */
   public RestClientBuilder basicAuth(String username, String password) {
      this.username = username;
      this.password = password;
      return this;
   }

   /**
    * Signals the use of pre-emptive authorization meaning the BASIC auth
    * crendenials are placed in the headers on the first request. If not called,
    * the credentials are not presented until a 401 challenge response is
    * returned.
    * <p>
    * @return this {@link RestClientBuilder}
    */
   public RestClientBuilder preEmptiveAuth() {
      this.preEmptiveAuth = true;
      return this;
   }

   /**
    * Sets a header value. May be called repeatedly.
    * <p>
    * @param name the header name
    * @param value the header value
    * @return this {@link RestClientBuilder}
    */
   public RestClientBuilder header(String name, String value) {
      this.headers.put(name, value);
      return this;
   }

   /**
    * Sets the expected response codes for the request. If set, any code not
    * found in the list will result in a {@link UnexpectedStatusCodeException}
    * when invoking the method. If not set, all invocations return successfully
    * for all codes providing the response may be streamed into the request
    * entity class if specified.
    * <p>
    * @param expectedResponseCodes an array of expected response codes
    * @return this {@link RestClientBuilder}
    */
   public RestClientBuilder expectedResponseCodes(int... expectedResponseCodes) {
      this.expectedResponseCodes = expectedResponseCodes;
      return this;
   }

   /**
    * Appends a query parameter as a string value. Dates are formatted using the
    * joda time formatter, all others using the standard
    * {@link Object#toString()} method.
    * <p>
    * @param name the query parameter name
    * @param value the query parameter value
    * @return this {@link RestClientBuilder}
    */
   public RestClientBuilder queryParameter(String name, Object value) {
      if (queryParameters.length() > 0) {
         queryParameters.append("&");
      }
      queryParameters.append(name);
      queryParameters.append("=");
      if (value == null)
         return this;

      final Object v = value instanceof Date ? new DateTime(((Date) value).getTime(), DateTimeZone.UTC) : value;
      queryParameters.append(v.toString());

      return this;
   }

   /**
    * Resets the query parameters so that they can be added/specified again.
    * <p>
    * @return this {@link RestClientBuilder}
    */
   public RestClientBuilder removeQueryParameters() {
      this.queryParameters.setLength(0);
      return this;
   }

   /**
    * Constructs the invocation URL using the current host, protocol, port, path
    * and query parameters.
    * <p>
    * @return the invocation URL
    */
   public String getUrl() {
      StringBuilder url = new StringBuilder();
      if (StringUtils.isNotBlank(protocol)) {
         url.append(protocol);
         url.append("://");
      }
      if (StringUtils.isNotBlank(host)) {
         url.append(host);
      }
      if (port != null && port > 0) {
         url.append(":");
         url.append(port.toString());
      }
      if (StringUtils.isNotBlank(path)) {
         url.append(path);
      }
      if (queryParameters.length() > 0) {
         url.append("?");
         url.append(queryParameters.toString());
      }
      return url.toString();
   }

   /**
    * Executes a GET request using the provided {@link ClientConnectionManager}
    * and expects an entity response of the specified {@link classOf} type.
    * <p>
    * @param clientConnectionManager the {@link ClientConnectionManager} to use
    *           for HTTP connections
    * @param classOf the expected entity type
    * @return the Entity of type T from the invocation
    * @throws Exception if the invocation fails or returns the incorrect type.
    */
   public <T> T get(ClientConnectionManager clientConnectionManager, Class<T> classOf) throws Exception {
      return executeRequest(clientConnectionManager, HttpMethod.GET).getEntity(classOf);
   }

   /**
    * Executes a GET request using the provided {@link ClientConnectionManager}
    * and returns the {@link ClientResponse}.
    * <p>
    * IMPORTANT: you are respnsible for reading the entity response stream using
    * a {@link ClientResponse#getEntity()} method. If you do not, the connection
    * may not be closed.
    * <p>
    * @param clientConnectionManager the {@link ClientConnectionManager} to use
    *           for HTTP connections
    * @return the {@link ClientResponse}
    * @throws Exception if the invocation fails or returns the incorrect type.
    */
   public ClientResponse<?> get(ClientConnectionManager clientConnectionManager) throws Exception {
      return executeRequest(clientConnectionManager, HttpMethod.GET);
   }

   /**
    * Executes a PUT request using the provided {@link ClientConnectionManager}
    * and expects an entity response of the specified {@link classOf} type.
    * <p>
    * @param clientConnectionManager the {@link ClientConnectionManager} to use
    *           for HTTP connections
    * @param classOf the expected entity type
    * @return the Entity of type T from the invocation
    * @throws Exception if the invocation fails or returns the incorrect type.
    */
   public <T> T put(ClientConnectionManager clientConnectionManager, Class<T> classOf) throws Exception {
      return executeRequest(clientConnectionManager, HttpMethod.PUT).getEntity(classOf);
   }

   /**
    * Executes a PUT request using the provided {@link ClientConnectionManager}
    * and returns the {@link ClientResponse}.
    * <p>
    * IMPORTANT: you are respnsible for reading the entity response stream using
    * a {@link ClientResponse#getEntity()} method. If you do not, the connection
    * may not be closed.
    * <p>
    * @param clientConnectionManager the {@link ClientConnectionManager} to use
    *           for HTTP connections
    * @return the {@link ClientResponse}
    * @throws Exception if the invocation fails or returns the incorrect type.
    */
   public ClientResponse<?> put(ClientConnectionManager clientConnectionManager) throws Exception {
      return executeRequest(clientConnectionManager, HttpMethod.PUT);
   }

   /**
    * Executes a POST request using the provided {@link ClientConnectionManager}
    * and expects an entity response of the specified {@link classOf} type.
    * <p>
    * @param clientConnectionManager the {@link ClientConnectionManager} to use
    *           for HTTP connections
    * @param classOf the expected entity type
    * @return the Entity of type T from the invocation
    * @throws Exception if the invocation fails or returns the incorrect type.
    */
   public <T> T post(ClientConnectionManager clientConnectionManager, Class<T> classOf) throws Exception {
      return executeRequest(clientConnectionManager, HttpMethod.POST).getEntity(classOf);
   }

   /**
    * Executes a POST request using the provided {@link ClientConnectionManager}
    * and returns the {@link ClientResponse}.
    * <p>
    * IMPORTANT: you are respnsible for reading the entity response stream using
    * a {@link ClientResponse#getEntity()} method. If you do not, the connection
    * may not be closed.
    * <p>
    * @param clientConnectionManager the {@link ClientConnectionManager} to use
    *           for HTTP connections
    * @return the {@link ClientResponse}
    * @throws Exception if the invocation fails or returns the incorrect type.
    */
   public ClientResponse<?> post(ClientConnectionManager clientConnectionManager) throws Exception {
      return executeRequest(clientConnectionManager, HttpMethod.POST);
   }

   /**
    * Executes a PATCH request using the provided
    * {@link ClientConnectionManager} and expects an entity response of the
    * specified {@link classOf} type.
    * <p>
    * @param clientConnectionManager the {@link ClientConnectionManager} to use
    *           for HTTP connections
    * @param classOf the expected entity type
    * @return the Entity of type T from the invocation
    * @throws Exception if the invocation fails or returns the incorrect type.
    */
   public <T> T patch(ClientConnectionManager clientConnectionManager, Class<T> classOf) throws Exception {
      return executeRequest(clientConnectionManager, HTTP_PATCH).getEntity(classOf);
   }

   /**
    * Executes a PATCH request using the provided
    * {@link ClientConnectionManager} and returns the {@link ClientResponse}.
    * <p>
    * IMPORTANT: you are respnsible for reading the entity response stream using
    * a {@link ClientResponse#getEntity()} method. If you do not, the connection
    * may not be closed.
    * <p>
    * @param clientConnectionManager the {@link ClientConnectionManager} to use
    *           for HTTP connections
    * @return the {@link ClientResponse}
    * @throws Exception if the invocation fails or returns the incorrect type.
    */
   public ClientResponse<?> patch(ClientConnectionManager clientConnectionManager) throws Exception {
      return executeRequest(clientConnectionManager, HTTP_PATCH);
   }

   /**
    * Configures basic authorization for the client. If preEmptiveAuth was
    * called, configures the client for pre-emptive authorization.
    * <p>
    * @param httpClient the {@link DefaultHttpClient} to be configured
    * @throws UnsupportedEncodingException
    */
   private void configureBasicAuth(DefaultHttpClient httpClient, ClientRequest request)
            throws UnsupportedEncodingException {
      if (this.preEmptiveAuth) {
         String encoded = DatatypeConverter.printBase64Binary((username + ":" + password).getBytes("UTF-8"));
         request.header("AUTHORIZATION", "Basic " + encoded);
      } else {
         final UsernamePasswordCredentials creds = new UsernamePasswordCredentials(username, password);
         httpClient.getCredentialsProvider().setCredentials(AuthScope.ANY, creds);
      }
   }

   /**
    * Executes the specified http method using the specified
    * {@link ClientConnectionManager}.
    * <p>
    * @param connectionManager the {@link ClientConnectionManager}
    * @param method the http method
    * @return the {@link ClientResponse} returned for the invocation.
    * @throws Exception
    * @throws Exception if the invocation fails
    */
   private ClientResponse<?> executeRequest(ClientConnectionManager connectionManager, String method) throws Exception {
      DefaultHttpClient httpClient = createHttpClient(connectionManager);
      ApacheHttpClient4Executor executor = createExecutor(httpClient);
      try {
         final String url = getUrl();
         ClientRequest request = createClientRequest(executor, url);

         if (StringUtils.isNotBlank(username)) {
            configureBasicAuth(httpClient, request);
         }

         if (StringUtils.isNotBlank(acceptedMediaType)) {
            request.accept(acceptedMediaType);
         }

         prepareHeaders(request);

         if (payload != null) {
            request.body(contentMediaType, payload);
         }

         request.setHttpMethod(method);
         ClientResponse<?> response = request.execute();

         checkResponseStatus(response);
         return response;
      } finally {
         executor.close();
      }
   }

   /**
    * Prepares the request headers.
    * <p>
    * @param request the {@link ClientRequest} to prepare
    */
   private void prepareHeaders(ClientRequest request) {
      for (Entry<String, String> header : headers.entrySet()) {
         request.header(header.getKey(), header.getValue());
      }
   }

   /**
    * Checks the response status code agains the list of expectedResponseCodes
    * if specified. If not specified or no items are in the list, returns
    * without error. If the status code is not found in the list, a
    * {@link UnexpectedStatusCodeException} is thrown.
    * <p>
    * @param response the {@link ClientResponse} from the invocation
    * @throws IOException if there is a failure reading the status code
    * @throws UnexpectedStatusCodeException if the status code is not in the
    *            list of specified status codes.
    */
   private void checkResponseStatus(ClientResponse<?> response) throws Exception {
      if (this.expectedResponseCodes == null || this.expectedResponseCodes.length == 0)
         return;

      final int statusCode = response.getStatus();
      for (int code : this.expectedResponseCodes) {
         if (code == statusCode)
            return;
      }

      final String errorMessage = IOUtils.toString(response.getEntity(InputStream.class));
      throw new Exception(errorMessage);
   }

   /**
    * A factory method to create the {@link DefaultHttpClient} using the
    * specified {@link ClientConnectionManager}. Abstracted to method to support
    * unit testing.
    * <p>
    * @param connectionManager the {@link ClientConnectionManager}
    * @return a new {@link DefaultHttpClient}
    */
   protected DefaultHttpClient createHttpClient(ClientConnectionManager connectionManager) {
      return new DefaultHttpClient(connectionManager);
   }

   /**
    * A factory method to create the {@link ApacheHttpClient4Executor} using the
    * specified {@link DefaultHttpClient}. Abstracted to method to support unit
    * testing.
    * <p>
    * @param httpClient the {@link DefaultHttpClient}
    * @return a new {@link ApacheHttpClient4Executor}
    */
   protected ApacheHttpClient4Executor createExecutor(DefaultHttpClient httpClient) {
      return new ApacheHttpClient4Executor(httpClient);
   }

   /**
    * A factory method to create the {@link ClientRequest} using the specified
    * {@link ApacheHttpClient4Executor} and URL. Abstracted to method to support
    * unit testing.
    * <p>
    * @param executor the {@link ApacheHttpClient4Executor}
    * @param url the target URL
    * @return a new {@link ClientRequest}
    */
   protected ClientRequest createClientRequest(ApacheHttpClient4Executor executor, final String url) {
      ClientRequest request = new ClientRequest(url, executor);
      return request;
   }

}



